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Basic Linux Command

“ 12 ld3 Linux server glguaunsat Usanas server lakivu SSH lazriuli/sunsy putty uaz

winscp LazaIN1TAIANIIUA [ [Wa 619 98% editor L% vi, vim, nano

Software for Remote and Upload

0 li/sunsuensu remote Wair 1t/aans Server lagle putty F9vi191%807% protocol SSH Fedinau
Unaanzannd Telnet o SSH 3aidulasuanuiesuuss Juiugiulunis Remote lnsauisn
19711/ download leia1n URL asialulii

http.//www.chiark.greenend.orqg.uk/~sgtatham/putty/download. html

For Windows on Intel x86

PuTTY: puttv exe (or bw FTP) (RSA s10) (DSA sig)
PuTTYtel: puttviel exe (or bv FTP) (RSA =19) (DSA sig
PSCP: pscp.exe {or bv FTP) (RSA sig) (DSA sig)
PSFTP: sftp exe (or bw FTP) (RSA s19) (DSA sig)
Plink: plink exe (or bw FTP) (RSA s10) (DSA sig)
Pageant: pageant exe (or bv FTP) (RSA =19) (DSA sig
PuTTYgen: puttvgen exe {or bv FTP) (RSA sig) (DSA sig)
A .ZIP file containing all the binaries (except PuTTYtel), and also the help files

Zip file: puttv zip (or bw FTP) (RSA s10) (DSA sig)
A Windows installer for everything except PuTTYtel

Installer: putty-0.64-mstaller exe {or bv FTP) (RSA sig) (DSA sig
Checksums for all the above files

MD3: mdisums (or bw FTP) (RSA s10) (DSA sig)
SHA-1: shalsums (or bv FTP) (RSA =19) (DSA sig
SHA-256: shal 56sums {or bv FTP) (RSA sig) (DSA sig)
SHA-512: sha512sums (or bw FTP) (RSA s19) (DSA sig)

l1/sunsusnsu upload file tWayin [Uloluszuy laale winscp Taiilu protocol SSH aisiudvidananly
wfiasainazainlaidasyinms setup szuLRNIAY F98nTFAaYINT setup FTP service 13Uy

laggu130427 (1 download winscp law 'http://winscp.net/eng/down/oad.php

Download WinSCP
WinSCP 5.7.2

| Installation package (5.5 MiB; 13,801 downloads to date) |
Portable executables (4.7 MiB; 3,040 downloads to date)
.NET assembly / COM library (4.6 MiB; 171 downloads to date)
Source code (8.8 MiB; 92 downloads to date)

[Release Notes, Checksums] [What's New] [ Release Notifications]


http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
http://winscp.net/eng/download.php

R PUTTY Configuration ?
Category:
- Sgassion | Basic options for your PuTTY session |
-~ Logaing Specify the destination you wart to connect to
[=) Terminal
- Keyboard Host Mame {or IP address) Port
- Bel |ipaddr w32 servemame] | |22 |
- Features Connection type:
= Window (O Raw () Telnet () Rlogin (@ 55H () Serial
gzaearance Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
- Selection |
- Colours :
Default Settings
= Connection faad
- Data Save
e
- Telnet Delete
- Rlogin
#-55H
- Serial Close window on exit:
() Mways () Mever (@ Onlyon clean exit
Moot || Hep | | oOpen || Ccancel
NINLLRA IﬂiLLﬂSN PUTTY
B Login - WinSCP = =
G New Site Session
Eile protocol:
|sFTP v
Host name: Port number:
|i|:|addr w3a hostname | | 22 %|
User name: Password:
|username | |oooooooo| |
o I
Tools - | | Manage - | Login IV| | Cloze | | Help

DINLLRA Iﬂ‘iLLﬂ'ﬁJ WINSCP



Text Editor Software

Text Editor fia Software 15 lumaurily Iwseng g SsveliivSouifizuny Windows Platform fifia

Notepad %y §1%3U Linux 324 vi, vim, nano lagl course fiazuusin nano lag nano alidadlae

(%

& &
NWUITUAI U

o9

s & oo o . P~
n13Gaa3 nano laalTeaq “yum install nano” lunsdifidu “ -bash: nano: command not

found”

n’liLﬁ@'ZWﬂ(Z?fyﬁ’)ﬁf? “sudo nano -w filename”

MIVBANAITUA 12 “Ctrl + O”

13 Copy T8AMNNILTTVA “Alt + 67

113 Cut T9RWTIUTINA “Ctrl + K”

13 Paste U33%7 Copy 41 “Ctrl + U”

N1IAUNIAT “Ctrl + W”

maawmd dall “Alt + W”

Msidantanan “Ctrl + Shift + 6 + (5au Cursor lugzy9uldidanvigasns’

Y1113 Copy Tan1uiidanana1uush “Alt + Shift + 6”

root@centosé:~
GNU nano 2.0.9 File: /etc/httpd/conf.d/phpMyAdmin.conf

FCECECECED ]

]
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SELinuUX

0 SELinux fia Security Enhance Linux 5914 software Miwyaulaanns ueluuniSouiazyinns

Jaunaliredanis setup 32Uy

YINNILRAIFD UV selinux LLa:LLﬂWL"ﬂ config

[root@centos6 ~J# getenforce

[root@centos6 ~J# sed -i s/=enforcing/=permissive/g /etc/selinux/config

[root@centos6 ~J# setenforce 0

[root@centos6 ~J# getenforce

[root@centos6 ~]# getenforce
Enforcing
[root@centosé # sed -1 s/=enforcing/=permissive/g fetcfaellnuxfconflg

[root@centosé = tenforce @
[root@centojﬁ ~1# getenforce
Permissive

P08 LEAINMITIIRaULAZTaA Selinux

SELinux State

0 A7 Show SELinux status a3130v1 [d@lae [96189 “getenforce” F9513zUUUTINAUNII

>

Enforce %38 Permissive \V11%ii61 state Y89 SELinux Gv3%ua 3 State 1731

Enforcing = 1Ja 1771
Permissive = Jan3louudiin1sudaudan

Disabled = auas ludnisusandamiiasnn ssuvaz l8lnaa module SELinux 1237153 %a8% boot

Fagw3nrimaua lwuuun3 a0 W “ete/selinux/config”

Change SELinux State

0 viin13 1Ja/da SELinux lagl5d1ss “setenforce” muaaea1aauLs 0 n3a 1
0 = Permissive

1 = Enforcing



msuran IWa “etc/selinux/config” vinaz17lunsdi boot taTavanlnsiuaaszuyasiaan Iwa luls
a9ei1 n3aunlagdas sed -i s/=enforcing/=permissive/g /etc/selinux/config iWai2 [1ur

InWsasnan

0 Permissive U Disabled ¢19nuagi19 13

129910 Permissive Aia N137M3UU£94777 load selinux 19701 199146 (3117 action la 9 ue

119674 Disabled indan13da lulvan selinux 1990710954 “drelguaeinaziide uas Ja iWaun (v

uneiir 191y Permissive” sy Disabled siwiiaila l1uaa9s158nn338199:60977077 Reboot

o
LF138N

Why Starter should stop Selinux

0 189910 Selinux viuazdavendbyszaumniuaza gy lunslgdiu giardsluiveunsin v
eudiasainazendamaiious pneadmadalsiny SELinux 154 HTTP Service a:au130 17
I @HY “Wariww/html” 1% 960917 port 80, 443, 8080 173y uaz JanaiFausasiiu

mysql §9n139:¥n&9679 9 849 9zdadrunsnuia permission lidusanisg 1

Local Firewall

¥ y g
0 Local Firewall luszuu Linux lagwugiuaziiu iptables logluuniSauiazviinisdaialwirzsa

= v
nistagl ug

inn3Ua service iptables 114 ipv4/ipve

[root@centos6 ~J# chkconfig iptables off

[root@centos6 ~1# chkconfig ip6tables off

[root@centos6 ~J# service iptables stop

[root@centos6 ~J# service ip6tables stop




root@centoss ~|#

[root@centos6 ~1# c

[root@centos6 ~]# service 1ptablea

ptables: Setting chains to policy ACCEPT: filter
ptables: Flushing firewall rules:

lptables: Unloading modules:

[FﬂﬂtﬂcEﬂtﬂHb ~1# service 1p6tables stop
1p6tables: Setting chains to policy ACCEPT: filter
1p6tables: Flushing firewall rules:

ip6tables: Unloading modules:

[root@centosé ~1# |}

aae14 waasn1sida/da iptables

What is Iptables

0 Iptables Ao default firewall 287 Linux 813130711% statefull firewall

0 vinn3Ta service iptables lazl5d159 service [Haservice] Faidudiadluniaida/da service

6199 lagind [Ba service] 9za9v18@28 d 19% httpd, mysqld,
A2829 |74 service httpd [start/stop/restart]
f689n1309 service KULUA1ITLININTIINT boot ta5Savlaslwinad chkconfig [Ba service] offfon

#2819 1T% chkconfig iptables [on/off]

Should to Stop IPtables

o 711130 service iptables lasnGozdugan suarsriunse imaase=dla firewall 1w server 137

3993UUA service ﬁwﬂﬁﬁnﬁaguaz basic protocol \7% dns, ssh 11146%

o vian13a Firewall 14 G-Cloud %4 [3aua 38w 35Uy G-Cloud %4 external firewall 5nTuw ity

Aou fﬂumﬁawm:ﬁmﬁ:y port L8z protocol Va4 server LA3admAarnIn daan= 7T



YUM Tools

0 YUM ifuinSasiiafilssanis Software 6199 meluszuy OS 989 Centos/RHEL

M masauad yum anansaldnulaniald

[root@centos6 ~J# BUMEIES

[root@centos6 ~J# (IRYClEEEealgliielsl
NN13@aas package epel
(el (@i sRd 8 yum install -y http://mirrors.bestthaihost.com/epel/6/x86_64/epel-release-6-8.noarch.rpm

yimsun a repo T#idu Thailand repo

[l (@11 = cp /etc/yum.repos.d/CentOS-Base.repo /etc/yum.repos.d/CentOS-Base.repo.ori

[l (@11 Rd 8 sed -i s/Amirrorlist=/#mirrorlist=/g /etc/yum.repos.d/CentOS-Base.repo

[l (@Il A sed -i s/M#baseurl=/baseurl=/g /etc/yum.repos.d/CentOS-Base.repo

el (@11 SR8 sed -i s/mirror.centos.org/mirrors.bestthaihost.com/g /etc/yum.repos.d/CentOS-Base.repo

el (@11 A Cp /etc/yum.repos.d/epel.repo /etc/yum.repos.d/epel.ori

el (@11 SR sed -i s/ mirrorlist=/#mirrorlist=/g /etc/lyum.repos.d/epel.repo

el (@=L AN sed -i s/Abaseurl=/baseurl=/g /etc/yum.repos.d/epel.repo

el (@ISR A sed -i 's/download.fedoraproject.org\/pub/mirrors.bestthaihost.com/g’

/etc/lyum.repos.d/epel.repo
YN refresh wasanun iy Thailand repo

[ele)(@[e=1g 1SR =88 yum clean all

[root@centos6 ~# RCLIRIES

el (@Ne=1gI SR A yum search phpmyadmin

#2989 WRAINILTANFILNOLEAIINENT software



[root@centcgﬁ ~1# yum search httpd
Loaded plugins: fastestmirror, security
Loading mirror speeds from cached hostfile

=== N/S Matched:
Libmicrohttpd-devel.1686 : Development files for libmicrohttpd
libmicrohttpd-devel.x86 64 : Development files for libmicrohttpd
libmicrohttpd-doc.noarch : Documentation for libmicrohttpd

httpd.x86 64 : Apache HTTP Server

httpd-devel .1686 : Development interfaces for the Apache HTTP server
httpd-devel.x26_64 : Development interfaces for the Apache HTTP server
httpd-manual.noarch : Documentation for the Apache HTTP server

httpd-tools.x86 64 : Tools for use with the Apache HTTP Server

Libmicrohttpd.1 : Lightweight library for embedding a webserver in applications
libmicrohttpd.> 4 : Lightweight library for embedding a webserver in applications
mod_auth_mellon.x86_64 : A SAML 2.8 authentication module for the Apache Httpd Server
mod_dav_swvn.x86_64 : Apache httpd module for Subversion server

mod_dnssd.x86 64 : An Apache HTTPD module which adds Zeroconf support

Name and summary matches only, use "search all" for everything.
[root@centos6 ~1# ]

@089 WAAINILTFIRILNOAUIAT software

root@centos6 ~1# yum install -y yum install http://mirrors.bestthaihost.com/epel/6 _64/epel-release-6-8.noarch.rpm
oaded plugin s security
setting up Ins L
oading mirror spe from cached hestfile
Package yum-3.2.29 centos.noarch already installed and latest version
No package install available.
L nearch.rpm
m-root-ppliim/epel-relea 6-8.noarch.rpm: epel-release-6

y root-pplidm/epel-release-6 oarch.rpm to be installed

ncies
U ansaction check
Package epel-rel, arch 9:6-8 will be installed
Finished Dependency lution

00:00

Jependencies Resolved

noarch fepel-release-6-8.noarch

o S-dlﬂl-] Packages:

unning rpm_check_debug
unning Transaction Test
ransaction Test Succeeded
unning Transaction
Installing : epel-rel
Verifying : epel-rel

installed:
epel-release.noarch 0:

§n88149 LEAINTIIANFILUNNTAAAS Epel



eleasever - Base

baseurl=http://mirrors.psu.ac.th/cento eleasever/o

[extras]
name=Cent0S-sreleasever - Extras

baseurl=http://mirrors.psu.ac.th/centos/sreleasever/extr
gpgcheck=1 )
1le:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-6

sreleasever - Plus

baseurl=http://mirrors.psu.ac.th/centos
gpgcheck=1
led=0
1 /etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-6

[contrib]
name=Cent05-%$releasever - Contrib

gn8819 WRAINTWA AN default 1% Thailand repo

[7 isoredirect.centos.org/centos/6

Apps [8] Google U ##--SoccerSuck.co..

CentOS on the Web: CentOS.org | Mailing Lists | Mirror List | IRC | Forums
In order to conserve the limited bandwidth available .iso images are not downloadable from mirror.centos.org

The following mirrors should have the ISO images available:

Actual Country -

http:/.
http:
http:

http:
hitp:

/mirrors.thzhost.com/centos/6.6/isos/x86_64/
mirrors.bestthainost.com/centos/6.6/isos/x86_64/
mirror1.ku.ac.th/centos/6.6/isos/x86_64/
mirrors.psu.ac.th/pub/centos/6.6/isos/x86_64/
mirrors.hosting.in.th/centos/6.6/isos/x86_64/

Nearby Countries -

http://mirror_bit edu_cn/centos/6 6/isos/x86_64/
hitp://imirrors. 163.com/centos/6.6/is05/x86_64/

@28819 LEAIIN8N1IUas URL Va4 Thailand repo
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Yum Operation Command

T2
e A

0 Yum (Jud1#371151un1390m7 software 614 9lasdddinuguaisa Ui
q = a &y o
yum list = UFAY318MT software NF1U130AA3 |6
yum search = 1136411 software N16991173
yum clean all = Y1381 cache MIlIAIINMIAWAITILMNTaATINEW

yum install = ¥Nn133a¢d software

yum remove = ¥I1N1331 software

Epel

ﬂ Package \a5unSaiawdslaaindas ludnisaaaan i Goazdasriinisfinediad 6aaen9 package

il Epel \77% phpmyadmin, htop

Welbserver Service

ﬁ Y117 setup webserver 1agvil9 software 715031 apache, php, mysql, phpmyadmin laglu

a g 1 = a < & 2
UNLIUUUISINTININT1IACIG1TELL 261 1

NN3AAAY httpd software

el (@11 A yum install httpd -y

[} (@11 SR 88| chkconfig httpd on

el (@11 SR AN service httpd start

[root@centos6 ~J# [MiieelalileN=al0]

el (@11 SR 88| echo "192.168.255.101 centos6.tuxtum.com centos6" >> /etc/hosts

(oL@ eI service httpd restart

¥inM7 setup vhost Ut apache

[l (@ISR 88 mkdir -p /www/docs/vhost{1,2}

[(elel (@I echo "vhost1" > /www/docs/vhost1/index.html

[l (@11 =88 echo "vhost2" > /www/docs/vhost2/index.html

[ele{@IeNi Mg chown -R apache.apache /www/docs/vhost{1,2}




12

el (@ISR A nano /etc/httpd/conf/httpd.conf

NameVirtualHost *:80

<VirtualHost *:80>
ServerName fenix.tuxtum.com
DocumentRoot "/var/www/html/"

</VirtualHost>

<VirtualHost *:80>
ServerName vhost1.tuxtum.com
DocumentRoot "/www/docs/vhost1/"

</VirtualHost>

<VirtualHost *:80>
ServerName vhost2.tuxtum.com

DocumentRoot "/www/docs/vhost2/"

</VirtualHost>

[(elo) (@ISR A echo "192.168.255.101 vhost1.tuxtum.com vhost1" >> /etc/hosts

el (@11 A echo "192.168.255.101 vhost2.tuxtum.com vhost2" >> /etc/hosts

[elo) (@11 o0 =8 /etc/init.d/httpd reload
¥ms@nag SSL module

el (@11 SR A yum install mod_ssl

[(ele) (@11 SR =8 /etc/init.d/httpd restart

[elel(@e=11 SR A nano /etc/httpd/conf/httpd.conf

NameVirtualHost *:80
NameVirtualHost *:443

<VirtualHost *:80 *:443>
ServerName vhost1.tuxtum.com
DocumentRoot "/www/docs/vhost1/"

</VirtualHost>

<VirtualHost *:80 *:443>
ServerName vhost2.tuxtum.com

DocumentRoot "/www/docs/vhost2/"

</VirtualHost>

NNNIAaaI PHP

el (@11 =88 yum -y install php
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(el (@I LSR8 service httpd restart

[felel{@e=1 oo echo "<?php echo “vhost1”; phpinfo(); ?>" > /www/docs/vhost1/test.php

[felel{@e=1 oo 88 echo "<?php echo “vhost2”; phpinfo(); ?>" > /www/docs/vhost2/test.php

el (@ISR =8 chown -R apache.apache /www/docs/vhost{1,2}

N13Gaas mysql

el (@Il IR A yum install mysqgl mysql-server php-mysql

(el (@ISR A chkconfig mysqgld on

el (@=L AN service mysqld start

(el (@11 SR =88 mysql_secure_installation

NN13@aas wordpress

[(eLe @I eI tar -zxvf wordpress-4.1.1.tar.gz

[l (@11l 88 cp -R wordpress /www/docs/vhost1/wp

(el (@11 SR8 service httpd restart

N138aas phpMyAdmin

[l (@11 R =8 yum install phpmyadmin

(el (@11 SR =88 nano /etc/httpd/conf.d/phpMyAdmin.conf

<Directory /usr/share/phpMyAdmin/>
AddDefaultCharset UTF-8

<IfModule mod_authz_core.c>
# Apache 2.4
<RequireAny>
Require ip 127.0.0.1
Require ip ::1
</RequireAny>
</IfModule>
<IfModule 'mod_authz_core.c>
# Apache 2.2
Order Deny,Allow
Deny from All
Allow from 127.0.0.1 All
Allow from ::1 All
</IfModule>

</Directory>

[eloli@e=laie I - A service httpd reload




[root@centos6 ~]# yum install httpd -y
fastestmirror, security

stall Process

Determining fastest mirrors

lving Dependencies
Running transaction check

86_64

libaprutil-1.s0.08() (64b1t) for package: . .el6.cento
ependency: libapr-1.so.0()(64bit) for package: httpd-2.2.1 el6.centos.
Running transaction check
- Package apr.> ;
- Package apr- util.x T :16_0.1 will be installed
- Package apr-util . 3-2.el6_0.1 will be installed
» httpd-tools.x p:2.2. 9.el6.centos will be installed
Finished Dependency 1

A188149 ¥N1IEaad httpd

[root@centos6 ~]# chkconfig httpd on

[root@centosé ~]# service httpd start

Starting httpd: httpd: apr_sockaddr_info_get() failed for centos6.tuxtum.com

httpd: Could not reliably determine the server's fully qualified domain name, using 127.08.8.1 for ServerName
[ ok 1

@28819 NN1IA9AN Startup service httpd

root@centos6 - :

127.8.0.1 localhost localhost.localdomain localhost4 localhost4.localdomaind

il Localhost localhost.localdomain localhost6 localhost6.localdomaing

[root@centos6 ~]# echo "192.168.2 181 centos6.tuxtum.com centos6" == fetc/hosts

[root@centosé ~1# ping -c¢ 3 cento

PING centos6.tuxtum.com (192.168.255.1€ 56(84) bytes of data.
from centos6.tuxtum.com . ’n 55.1081): 1cmp_seqg=1 64 time=0.063 ms
from cent .tuxtum.com .255.181): 1cmp_seg= time=0.019 ms
from centos6.tuxtum.com .255.1081) : 1cmp_seq=3 ttl=64 time=0.019 ms

3 recel
rtt min/avg/max/ Wy = B.019/0.03 DDJ,G D£1
[root@centos6 - ]# service httpd rEHtart
Stopping httpd:
Starting httpd:
[root@centos6 -

g8 ¥MIuA 1 File host LNawA L Warning “Cloud not Reliably Determine The Server FQDN”



[root@centos6 ~1# httpd -V
Server version: Apaches2.2.15 (Unix)
Server built: Oct 16 2014 14:48:21
Server's Module Magic Number: 20051115:25
Server loaded: APR 1.2.9, APR-Ut1l 1.3.8
Compiled using: APR 1.2.9, APR-Util 1.2
Architecture: G4-bit
Server MPM: Prefork

threaded: no

forked: yes (variable process count)

Server compiled with....

-D APACHE MPM DIR="server/mpm/prefork"

-D APR_HAS_SENDFILE

-D APR_HAS_MMAP

-D APR_HAVE_IPVE (IPv4-mapped addresses enabled)

-D APE_USE_SYSVSEM _SERIALIZE

-D APR_USE_PTHREAD SERIALIZE

-D SINGLE_LISTEN _UNSERIALIZED ACCEPT

-D APR_HAS_OTHER_CHILD
-D AP_HAVE_RELIABELE_PIPED LOGS
-D DYNAMIC MODULE LIMIT=128
-D HTTPD_ROOT="/etc/httpd"

-D SUEXEC_BIN="/usr/sbin/suexec"

-D DEFAULT PIDLOG="run/httpd.pid"

-D DEFAULT SCOREBOARD="logs/apache_runtime status"
-D DEFAULT_LOCKFILE= accept.lock"

-D DEFAULT_ERRORLOG="logs/error_log"

-D AP_TYPES CONFIG FILE="conf/mime.types"

-D SERVER_CONFIG _FILE="conf/httpd.conf"
[root@centoss ~1# ]

iii Apps |8 Google

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read this page it means that the Apache HTTP server installed at this site is
working properly

If you are a member of the general public:

The fact that you are seeing this page indicates that the website you just visited is either
experiencing problems or is undergoing routine maintenance

If you would like to let the administrators of this website know that you've seen this page
instead of the page you expected, you should send them e-mail_ In general, mail sent to
the name "webmaster” and directed to the website's domain should reach the
appropriate person.

For example, if you experienced problems while visiting www example_com, you should
send e-mail to "webmaster@example com”

If you are the website administrator:

You may now add content to the directory svar/wwasntml/. Note that until you do so
people visiting your website will see this page and not your content. To prevent this page
from ever being used, follow the instructions in the file /etc/nttpd/conf.d/welcome. conf

You are free fo use the images below on Apache and CentOS Linux powered HTTP
servers. Thanks for using Apache and CentOS!
wered by 1
APACH % S

About Cent0S:

The Community ENTerprise Operating System (CentOS) Linux is a community-supported enterprise distribution derived from sources freely provided to the public by Red Hat. As such
CentOS Linux aims to be functionally compatible with Red Hat Enterprise Linux. The CentOS Project is the organization that builds CentOS. We mainly change packages to remove upsiream

vendor branding and artwork.
For information on CentOS please visit the CentOS website

Note:

CentOS is an Operating System and it is used to power this website; however, the webserver is owned by the domain owner and not the CentOS Project. If you have issues with the

content of this site, contact the owner of the domain, not the CentO$ Project.

8L WRAIRINLINVEY Webserver ada1NNTAAAS



[root@centos6 ~]# chown -R apache.apache /www/docs/vhost{l,2}
[rcntﬁcentca ~1# 1s -1d v,
drwxr-xr-x. 2 apache apache 4096 Apr 15 19:18

drwxr-xr-x. 2 apache apache 4096 Apr 15 19:18
[raat@centaﬁb SE |

g8t ¥ sun lu owner permission el apache anunsadn lugwle

[root@centos6 ~1# vim
[root@centos6 ~]# cat
127.8.8.1 localhost 10cq1huat localdomain localhost4 localhost4.localdomaind

localhost localhost.localdomain localhost6é localhost6.localdomaing
.255.1081 centos6.tuxtum.com centost
z““ 181 vhostl.tuxtum.com vhostl
255.101 vhost2.tuxtum.com vhost2

#0819 TWS Host %aINT1ILANTa vhost

. vhostT s fom

- c vhost1.tuxtum.com

ii Apps [8) Google % ##-SoccerSuckco.. B Server World - Build... | Other bookmarks

ii Apps [8] Google @ ##—SoccerSuckco.. [ Server World - Build... | #m Other bookmarks

vhost2 vhostl

@20819 NARWIVBY vhost1, vhost2

« [l (5 beeprs//192.168.255.101

ii Apps [B8) Google % ##-SoccerSuckco.. [ Server World - Build.. [i8] RHCE Red Hat Certif... HowtoForge - Linux ... nixCraft: Linux Tips, .. i LinuxQuestionsorg .. [ News and Server Tr..

Apache 2 Test Page
powered by CENTOS

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read this page it means that the Apache HTTP server installed at this site is
working properly.

If you are a member of the general public: If you are the website administrator:

The fact that you are seeing this page indicates that the website you just visited is either You may now add content to the directory /var/we/ntml/. Note that until you do so

experiencing problems or is undergoing routine maintenance people visiting your website will see this page and not your content. To prevent this page
from ever being used. follow the instructions in the file /etc/httpd/conf.d/welcome. conf

If you would like to let the administrators of this website know that you've seen this page

instead of the page you expected, you should send them e-mail. In general, mail sent to You are free to use the images below on Apache and CentOS Linux powered HTTP

the name "webmaster” and directed to the website's domain should reach the servers. Thanks for using Apache and CentOS!

appropriate person

d
For example, if you experienced problems while visiting www.example.com, you should e A A $ CentOS
send e-mail to "webmaster@example.com”.

About CentOS:
The Community ENTerprise Operating System (CentOS) Linux is a community-supported enterprise distribution derived from sources freely provided to the public by Red Hat. As such
CentOs Linux aims to be functionally compatible with Red Hat Enterprise Linux. The CentOS Project is the organization that builds CentOS. We mainly change packages to remove upstream
vendor branding and artwork
For information on CentOS please visit the CentOS website
Note:

CentOS is an Operating System and it is used to power this website; however, the webserver is owned by the domain owner and not the CentOS Project. If you have issues with the
content of this site, contact the owner of the domain, not the CentOS Project.

A18819 LEAVAHILINYEY Webserver UL HTTPS %ad31nn136aad mod_ssl



-
{ b#tps://vhost2.tuxtum.com (el (5 LS/ /vhost1.tuxtum.com

Google @ ##-SoccerSuckco... [ Server World - Build.. | #m Other bookmarks ) @ ##-SoccerSuckco...  [B Server World - Build. | Other bookmarks

vhost2 vhostl

#2081 NRRWTVBY vhost1, vhost2 WUl HTTPS

—

S g il P
" I phpinfo( " - P_" B phpinfo(
L 6 vhost2 tuxtum.com/t p W c vhost1.tuxtum.com p

Apps [B] Google @ ##-SoccerSuckco..  [H Server World - Build.. > | I Other bookmarks Apps [B) Google @ ##—SoccerSuckco.. [ Server World - Build... : Other bookmarks
“vhost2” ‘vhost1”
PHP Version 5.3.3 r PHP Version 5.3.3 r
System Linux centos6 tuxtum.com 2.6.32-504 el6 x86_64 #1 SMP Wed Oct 15 042716 UTC 2014 System Linux centos6.tuxtum.com 2.6.32-504.216.486_64 #1 SMP Wed Cct 15 04:27:16 UTC 2014
x86_64 *B86_64

Build Date Oct 302014 20:13:31 Build Date Oct30 2014 20:13:31
Configure " iconfigure’ —build=x86_§4-redhat-linux-gnu' —host=x86_64-redhat-linux-gnu’ — Configure “Jeonfigure’ —build=x86_64-redhat-l gnu’ —-host=x86_64-redhat-linux-gnu’ -

Command target=x86_64-redhat-| \mux gnu"

rogram-| nrel‘

refix=/usr —exec-prefix=iusr '~ Command target=x86_64-redhat-linux-gnu''—program-prefix=""—prefix=/usr —exec-prefix=/usr'-

bindir=/usribin - =/etc’ —datadir=/usr/share’ '~ bindir=fusr/bin*'—~sbindir=/usr/sbin’ ‘-sysconfdir=/etc’ —-datadir=/usrishare’ "~
inclu ude' —libdir=/usr/libG4" —lib dir=/usr/libexec’ - =har - includedir=fusrfinclude’ —libdir=/usrlib64 ~libexecdir=iusi/ibexec -localstatedir=/var —

l =hvarflib' '—mand e/man’' —infodir=/usr/share/finfo’ '—cache- sharedstatedir=/varlib' —-mandir=/usrishare/man’ —infodir=/usr/share/info" cache-
file=_/config cache’ —with. *—with-config-file-path=/etc’ —with-config-fil n- file=_/config.cache’ -with- 4" *—with-config-file-path=/etc’ -with-config-file-scan-
dir=letc/php.d' —disable-debug’ —with-pic —disable-rpath’ ~without-pear —with-bz2' —with- dir=fetciphp.d' —disable-debug’ -with-pic' —disable-rpath’ —without-pear —with-bz2" —with-
exec-dir=usiin —with-freetype-dir=/usr -with-png-tir=fusr —with-xpm-dir=iusr —enable- exec-dir=(usrbin’ —with-freetype-dir=iusr -with-png-dir=/usr —with-xpm-dir=/usr' —enable-
gd thout-gd ith-g| t ~with-gmp’ -with-iconv' —with-jpeg-dir=/usr - gd-native-ttf —without-gdbm’ —-with-gettext —with-gmp’ —with-iconv' —with-jpeg-dir=/usr -
With-openssl —with-pere-regex=iusr - wnh zlm wwth layout= GNU —enable-exif —enable- with-openssl' —with-pcre-regex=/usr —with-zlib' —with-layout=GNU" ‘-enable-exif ‘-enable-
ftp'™ bl gic-quotes’™ bl ts'—enable-sy ble-sysvshm''—enable- fip''—enable-magic-quotes’ '—enable-sockets' '—enable-sysvsem’' —enable-sysvshm' '—enable-
sysvmsg"—wnh-kerherus"—enah\e-ucd-snmp hack’ —enahle-shmop’ —enable-calendar — sysvmsg' —with-kerberos' -enable-ucd-snmp-hack' '—enable-shmop’ ‘—enable-calendar -
without-sqlite’ —with-libxml-dir=/usr' —enable-xm!' —with-system-tzdata' ‘—with- without-sqlite’ —with-libxml-dir=/usr''—enable-xm|"'-with-system-tzdata’ -with-
apxs2=, fusrish\nfapxs —without-mysgl' —wnhuul gd —~disable- uum —disable-dba’ —wwlhuut— apxs2= iusn‘shmfanxs"—wnhnut mysu\"—wwhnutgd“—msah\e -dom’ -disable-dba' ~without-
unixODBC" - ble-pdo’ ~disabl g bl I *—without-sglit unixODBC"~ ble-pdo’ -disabl disabl lwriter ~without-sqlite3" -
dlsahle phar“ d\sab\e Tlelnfo“—dwsab\e Json' ‘—wnhcut pspe\l“—d\sab\e wddx"—wnhout curl’ disable-phar - ISENE T\EIHTO”*GISENE JEOH"*WIThOUt DSDEV'*GISENE -wdd! —without-curl

bl disabl . bl
0
Server APl |Apache 2.0 Handler Server API Apache 2.0 Handler
Virtual disabled Virtual disabled
Directory - Directory
. Support 7

@20819 NARWTVBY vhost1, vhost2 hn1T execute PHP

[root@centos6 ~]# yum install mysgl mysgl-server php-mysql
oaded plugins: fastestmirror, security
setting up Install Proce
oading mirror speeds from cached hostfile
esolving Dependencie
Running transaction check
Package mysql.x : 73-3.el6_5 will be installed
-= Package mysql-server.x86_64 8 73-3.el6 5 will be installed

= Processing Dependency: perl-DBD-MySQL for package: mysql
Package php-mysgl.x86_64 8:5.3.3-48.el6 6 will be installed
Processing Dependency: “php-pdo(x86-64) for package: php-mysgl
Running transaction check
Package perl-DBD-MySQL.x86_64 @ -3.el6 will be installed
Package php-pdo.x86 64 0: 3-40.el 6 will be ar 1led
Finished Dependency Resolution

28819 NNIAAAI mysql



[root@centos6 ~]# service mysqld start

Initializing MySQL database: Installing MySQL system tables...
0K

Filling help tables...

oK

To start mysqld at boot time you have to copy
support-files/mysql.server to the right place for your system

PLEASE REMEMBER TO SET A PASSHDHD_FDH THE MyS5QL rqat USER !
To do so, start the server, then 1ssue the following commands:

Jusr/bin/mysgladmin -u root password 'new-password’

Jusr/bin/mysgladmin -u root -h centos6.tuxtum.com password 'new-password’

Alternatively you can run:
Jusr/bin/mysql_secure_installation

which will also give you the option of removing the test
databases and anonymous user created by default. This 1s
strongly recommended for production servers.

See the manual for more instructions.

You can start the MySQL daemon with:
cd fusr ; Jusr/bin/mysqld safe &

You can test the MySQL daemon with mysgl-test-run.pl
cd Jusr/mysql-test ; perl mysql-test-run.pl

Please report any problems with the susr/bin/mysglbug script!

Starting mysqld:
[root@centoss ~1# |}

@189 N7 start service Va9 mysql



[root@centos6 ~]# mysgl secure installation

MOTE: RUMNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MySQL
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MySQL to secure 1t, we'll need the current
password for the root user. If you've just installed MySQL, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Enter current password for root (enter for none):
DK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MySQL
root user without the proper authorisation.

Set root password? [Y/n]

New password:

Re-enter new password:

Password updated successfully!

Reloading privilege tables..
Success!

By default, a MySQL installation has an anonymous user, allowing anyone
to log into MySQL without having to have a user account created for
them. This 1s intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a
production environment.

Remove anonymous users? [Y/n] vy
Success!

¢28819 NNIAIA1 mysql {1 mysql_secure_installation



Login - WinSCP

G Mew Site

Tools

Session

File protocol;

\SFTP v

Host name: Port number:

192.168.255.101 || 22

User name: Password:

|r:mt | ||||||-|||-| |
| Manage - | | Login |"’| | Close | | Help

#8819 MIFFINU winscp

B Labs - root@192.168.255.101 - WinSCP
Local Mark Files Commands Session Options Remote Help
o] % ﬁ Synchronize | Bl @ = @ i @Queue ~ - Transfer Settings Default - a -
| & r00t@192.168.255.101 | G New Session
—aF: Storage - 4= - || root - i} - - m z mFmdFi\es e
Upload ? Edit 3 Properties Download 7 Edit $¢ Properties | B I__@ i)
Rk e
Name - Size  Type Changed Name Size Changed Rights Owner
PN Parent directory 4/5/2015 12:00:09 AM & . 4/15/2015 7:10:35 PM F-XF-XF-X root
. Centos File folder 314/2015 %3416 PM | anaconda-ks.cfg 2KB  3/47201510:18:27 PM root
. Ironports File folder 1/11/2015 %:12:40 PM | install.log 2TKB  3/4/201510:18:21 PM root
L. Vmware File folder 4/5/2015 1:26:11 AM | install.log.syslog 8KB  3/4/201510:17:29 PM root
| 9600.16384 WINBLUE ...  4,183,46... 150 File 4/3/2014 111452 PM wordpress-4.1.1.tar.gz 6042KB  4/12/2015 5:54:32 PM root
@ BIGIP-11.3.0.39.0-5csi .. 701,860 KB Open Virtualizatio..  3/6/2013 10:30:06 AM
| CactiEZ-v0.T.iso 381,746 KB ISOFile 101472012 1:13:42 PM
CactiEZ-v0.7tar.gz 356,962 KB gz Archive 4472015 21111 PM
|2 CentOS-T-x86_64-DV...  4,209,66... 150 File 47472015 2:30:19 PM
EFW-COMMUMITY-3.... 805,057 KB gz Archive 9/28/2014 42411 PM
| Elastix-2.3.0-i386-bin-... 709,046 KB 150 File 1/24/2013 3:03:50 PM
|| FreeNAS-9.3-CURREN... 391,212KB 150 File 3/22/2015 12:42:26 AM
mxHero-Community..  983%3KE gz Archive 1/8/2015 3:0%:19 PM
| openfileresa-2.99.1-x8... 519,244 KB 150 File 3/21/2015 11:47:00 PM
| SOLServer2014-x64-E...  2,545,79... 150 File 2/18/2015 12:03:03 PM
zcs-S.O.E_GA_SQZZR . T23,343KB  tgz Archive 12/18/2013 12:43:13 PM
0B of 15,260 MB in 0 of 15 0Bof 6,078KBin0of 4 9 hidden
&  sFe-3 1} 0:02:39

@881 N3 upload wordpress w183 server
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~1# tar -zxvf wordpress-4.1.1.tar.gz

pr-ﬁettingﬁ.php

fwp-cron.php

/wp-comments -post.php
Jwp-activate.php

fwp-admin/
Jwp-admin/link-parse-opml.php
Jwp-admin/js/
fwp-admin/js/editor.]s
fwp-admin/js/user-profile.min.]s
Jwp-admin/js/word-count.min.]s
fwp-admin/js/1mage-edit. s
Jwp-admin .*updatea.mln ]
Jwp-admin f

fwp -admin _;nav menu.min.
Jwp-admin/js/theme.min. s
Jwp-admin fcustom-header. s
s /wp-admin _;medla upload.
fwp-admin/js/color-picker.
; /wp-admin/js/1iris.min. s
s/wp-admin/js/farbtastic.]s
/wp-admin/js/comment.]s
 /wp-admin/js/
s/wp-admin/js/inline-edit-tax.min.js
fwp-admin/js/media.min.]s

' edlt cummenta 15

E-
5

min.js

[ ] B phpMyAdmin

= c vhost1.tuxtum.com,

iii Apps B8] Google @ ##--SoccerSuck.co... ESewerWorld Build... [B) RHCE Red Hat Cert... B HowtoForge - Linux .. nGCmfthuleps & LmuxQueshons.org .NewsandServerTr \.omevbookmms

php
phpMyAdmin du@sausu

M - Language

awing - Thai v

ugsmuy @

Harai:
root
sWdsu:
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phpMyAdmin |—EEE o
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@800 e G swdaya L] SQL (G @eus | =5 ld | @ desan | S dwan
‘ (PITENER) .. v |
;.J information_schema SUuAaUA
) mysq
| & Create database @
‘vhostﬂ ‘ ‘ MSASIANIY v .::“:,':,
iulaya - As=¥NAS

information_schema as ns1a@audws

mysql a3 AFIREAUEANS
S 2
. - - o we al a -
‘t I waamiawum WAL Ran G Taunia

Moty MIFTIgIUTeya (DB) 144 phpmyadmin

Welcome to WordPress. Before getting started, we need some information on the database. You will need
to know the following items before proceeding.

Database name
Database username
Database password
Database host

[ e W R

Table prefix (if you want to run more than one WordPress in a single database)

We're going to use this information to create a wp-config. php file. If for any reason this automatic file
creation doesn't work, don‘t worry. All this does is fill in the database information to a configuration
file. You may also simply open wp-config-sample.php in a text editor, fill in your information, and save
it as wp-config.php. Need more help? We got it.

In all likelihood, these items were supplied to you by your Web Host. If you do not have this information,
then you will need to contact them before you can continue. If you're all ready. ..

Let's go!

@288 RIUINVBINITAAAT wordpress



Below you should enter your database connection details. If you're not sure about these, contact your host.

Database Name vhost1 The name of the database you want to run
WP in.

User Name root Your MySQL username

Password P@ssword ...and your MySQL password.

Database Host localhost You should be able to get this info from

your web host, if localhost does not work.

Table Prefix wpl_ If you want to run multiple WordPress
installations in a single database, change
this.

Submit

18819 AIAIN1IAAAT wordpress

Sorry, but | can't write the wp-config. php file.

You can create the wp-config. php manually and paste the following text into it.

The base configurations of the WordPress.

This file has the following configurations: MySQL settings, Table Prefix,
Secret Keys, and ABSPATH. You can find more information by visiting

{@link http://codex.wordpress.org/Editing wp-config.php Editing wp-config.php}
Codex page. You can get the MySQL settings from your web host.

This file is used by the wp-config.php creation script during the
installation. You don't have to use the web site, you can just copy this file
to “"wp-config.php” and fill in the wvalues.

=
*
*
*
*
=
*
*
*
*
*
*

@package WordPress

After you've done that, click "Run the install.”

Run the install

@28819 N7 installation wordpress



Welcome

Welcome to the famous five-minute WordPress installation process! Just fill in the information below and

you'll be on your way to using the most extendable and powerful personal publishing platform in the world.

Information needed

Please provide the following information. Don't worry, you can always change these settings later.

Site Title ‘ |
Username
Usernames can have only alphanumeric characters, spaces, underscores, hyphens, periods, and the
@ symibal.
o ' <, a
A8 AIAIINYURLBLAVDY wordpress
Success!

WordPress has been installed. Were you expecting more steps? Sorry to disappoint.

Username admin

Password Your chosen password.

Login

#2889 NNIAAAI wordpress LEIITU
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Basic Apache2

0 Software Apache2 1l HTTP Server 9.5 Opensource 9970 install L83 default www path
920571 “var/www/html” §11 user Uaz group 784 path GIn&12Aa apache sz apache uaz [Wda

A6 ﬁ]ﬁlzaéiﬁ ‘folder “Jetc/httpd/” uaz WaasFanda “etc/httpd/conf/httpd.conf”

Basic PHP

o

o WAIINAAGI PHP usIm3aiendanlnajagil “etc/php.ini” i7un1369¢12470 IWa upload y1410

memory ‘ﬁll"ﬁ' e time zone

Basic MySQL

0 NaJINAAGY MySQLI UFINIAIFEIHINA j9zagil “etc/my.cnf” 17% N13619 database type (%%

myiSAM %38 innodb %38 VU@ memory 78 table

Basic phpMyAdmin

o a & & v o o '
0 %I INANEY phpMyAdmin LUBIAUABINIINTT urly “/etc/httpd/conf.d/phpMyAdmin.conf” |Wa
whlturly ACL vav IP 1iau7130 Access 197 6 16i91n workshop #1AiTu All FsauiTuass

s101701817% IP address / Subnet



