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(Vulnerability Assessment)
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(Vulnerability Assessment Objectives)

Ildentifying (Services, ports, OS, IP, etc.)

Quantifying

Prioritizing (or ranking)
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|ldentifying

203.158.177.3 DNS

192.168.12.3 Application

172.17.17.1 Gateway

172.17.17.245 Proxy Server

XXX . XXX.XXX.XX XXXXXXXX

XXX . XXX.XXX.XX XXXXXXXX
EGA ~
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Quantifying and Ranking

100
75
50
25 I
m B
Critical Severe Modurate Infomation
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CVSS (Common Vulnerability Scoring System)

L‘]Jummﬁﬁua’mwﬂivmumwmuLm?lm:’zfm‘[m?nm
S52UUABDNNILADS maﬂﬂ’m%ﬂ'ﬁﬂuafnm NIST
(Natlonal Institute of Standards and Technology)

dQJL!QJ

ummﬂLﬂumﬂm'ﬁﬂso,muwmwmmmmﬂumq ALY

aaue 0-10

High 7-10

critical 7.5-10

Medium 4-6.9 Severe 5-7.4

LOW 0-3.9

Modurate 3-4.9

infomation < 2.9

EGA
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ANLAB9IEAUEY (Critical)

mwmms‘"ﬂuq_(Cntlcal) um'\mammﬂ'ﬁumﬂlﬂ‘[ﬂﬂ
318 N‘]Jﬂiﬂﬁ’]ﬁﬂ‘mGl?z]’?)’aﬁIﬁ’)ﬂﬁl‘i’)ﬁ)WUHIﬁ]ﬁJﬂSwUULLaw
mmmmuwmmﬁlmmwm (Full Control) AI59zADLA LY
lagnsa6Iu (CVSS Score 7.5-10)
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AMNLEBNTEAUUIRNANN (Severe)

m'\mamsvﬂuﬂmﬂma (Severe) Lﬂumwmmmumﬂ

da91Faunau lunisansszu Vlummmm”lwummmm
Juaedisznaviigns lumsTanddanss (CVSS Score 5-7.4)

Sends the password ; H TT P S
n mypass” & s s
i
[

Unauthorjsed access

Receives the password

.mypasﬂ

HACKER Gets “xz54p6kd”

i “i‘S-‘-.m-]aE-ni?‘
zo-~vimomo

v
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ANMNLEBNT2AUAT (Modulate)

AINLERNTEAUAT (Modulate) (iluas Iningungn lu

snsazgngszuule e lgds: lesianngas Tniszau
UUNa190819 IsNauitaAMNEN S L I2B9NITES
ANNNUAILaAAE TRLATZULIWI 294 InIAIna1Inna

Wadugas nififianasuuseld luaunan
(CVSS Score 3.0 - 4.9)
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AN3A5298DUYDY Ll (System )

Operating System
Microsoft Windows
Solaris

Ubuntu Linux
0SX,I0S , Android

!

IP Add ress

172.17.12.1 Program Version,

203.158.144.2 and Configuration
61.19.12.2
XXX XXX XXX XXX :

S ' lIS , Apache , PHP,ASP

Ports
21,22,53,80,88,123,161,1433,3389

G-CERT
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NNSASIEIUYRN K2 (WEB Site)

PHP

JAVA

.net framework

ASP

Scan Resuls
5 % Scan Thread 1 (Mp:ﬂwm.scme‘comzaolaablog )

= llly Web ferts (116)
% @ S Injection (AS) (12)
= @ Cross Ske Scripting (22)
B[] jscublogicomments.aspx (22)
#- O thComment (22)
- @ Blind SQL/¥Path injection (6)
) Cross Frame Scripting (2)
© User credentials are sent in dear text 4)
© V8 null session (1)
- @ A .NeT debugging enabled (13)
7 @ Directory ksting Found (1)
0 Password type input with autocomplete enabled (4]

H-5--8-8-5-F

#

>

r

i~

EGA

e-Government Agency
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OWASP Top 10 - 2013 (New)

A1 - Injection

A2 - Broken Authentication and Session Management
A3 - Cross-Site Scripting (XSS)

A4 - Insecure Direct Object References

A5 - Security Misconfiguration

A6 - Sensitive Data Exposure

A7 - Missing Function Level Access Control

A8 - Cross-Site Request Forgery (CSRF)

A9 - Using Known Vulnerable Components

A10 - Unvalidated Redirects and Forwards

https://www.owasp.org/index.php/Top10#0OWASP_Top_10_for_2013
https://www.facebook.com/groups/owaspthailand/

O~
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https://www.owasp.org/index.php/Top10
https://www.facebook.com/groups/owaspthailand/

Report (Components)

1.Cover
2.Executive Summary

3.Discovered System
4.Discovered and Potential Vulnerabilities

1.Vulnerability details
2.50lutions *****
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Audit Report

Site of

Audited on August 13, 2014

Reported on August 14, 2014

——— o~

G-CERT
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Email Report

1. Executive Summary
This report represents a security audit performed by Nexpose from Rapid7 LLC. It contains confidential information about the state of

your network. Access to this information by unauthorized personnel may allow them to compromise your network.

Start Time

End Time

Total Time

Synerry

August 13, 2014 03:14,
GMT

August 14, 2014 13:44,
GMT

There isgilhough historical data to display overall asset trend.

1 days 10 hours 29
minutes

The audit was performed on one system which was found to be active and was scanned.

15.0 -

125

100 -

75+

Vulrerabilties

S0

25+

0.0~

Vulnerabilities by Severity

=

Severe Meoderate

Success

There were 19 vuinerabilities found during this scan. One critical vuinerability was found. Critical vuinerabilities require immediate
attention. They are relatively easy for attackers to exploit and may provide them with full control of the affected systems. 15

vuinerabilities were severe. Severe vulnerabilities are often harder to exploit and may not provide the same access to affected systems.

There were 3 moderate vulnerabilities discovered. These often provide information to attackers that may assist them in mounting

subsequent attacks on your network. These should also be fixed in a timely manner, but are not as urgent as the other vulnerabilities.

EGA

e-Government Agency

G-CERT
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Email Report

Audit Report

2. Discovered Systems

1721717119

Microsoft Windows Server 2008 4,773
R2, Standard Edition SP1

*WIN-AC75QS0O1CLR

EGA
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Email Report

3. Discovered and Potential Vulnerabilities
The information in this section is based on filtered vulnerability data. View the filters in the following table.

Vulnerability severity Critical and severe
levels included

3.1. Critical Vulnerabilities

3.1.1. PHP Vulnerability: CVE-2014-3515 (php-cve-2014-3515)
Description:
The SPL component in PHP before 5.4.30 and 5.5.x before 5.5.14 incorrectly anticipates that certain data structures will have the array

data type after unserialization, which allows remote attackers to execute arbitrary code via a crafted string that triggers use of a
Hashtable destructor, related to "type confusion” issues in (1) ArrayObject and (2) SPLObjectStorage.

Affected Nodes:

172.17.17.119:80 Running HTTP serviceProduct IIS found in fingerprint is not HTTPDProduct IIS
exists -- Microsoft IS 7.5Vulnerable version of component PHP found -- PHP
5424

EGA

e-Government Agency



Email Report @rfese

Vulnerability Solution:
-Upgrade to PHP version 5.4.30
Download and apply the upgrade from: http://www_php.net/releases/

-Upgrade to PHP version 5.5.14
Download and apply the upgrade from: hitp://www_php.net/releases/

EGA

e-Government Agency

G-CERT
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| 1azaqlud Hardening

| Update Services Pack and Patch

Upgrade Programs

.iHI 4 Microsoft
_ WindowsUpdate updates

Sync Updates Internet

| Update Configure

Disable Unused Services

Intranet

P

WSUS server

Automatic Update
Client
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Backup Services

Time:18.00
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Schedule Scan

Vulnerability Scan Report

1-15 16-31
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AN ?

WIAIYIW UNANEL
AAINTANUNUAIURAA IR ITRULN A
pongrapee.narkmanee@ega.or.th

02-6126000(4303)
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