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G/COBIT 5/ -> Governance-> GEIT- Governance of Enterprise

Source: www.itgthailand.com
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Analytical Thinking
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Systematic Thinking Approach
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Creative Thinking
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Value Creation for Effectiveness & Efficiency of Operations

+ |IT Risk ?
e

o

NIIVINT

Sustainable

growth ANNAES (ERM)

R T R
MSUIHIT MIMNUYUANINIITNA Msmunun el
IT Governance (Corporate Governance) (COS0)
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4 > e

mM3asvaeumely ~
Controls ?
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Source : Metha Suvanasarn WWW. |tgth ailand.com




Tangible to Intangible asset

and Value Creation s GRC & ITG Perspecitl
’ © O NUNIU mmwmmﬂﬁnm
850A) WOUSATU

Intangible 38% | |62%
asset

Tangible

asset

1982 .
1. Brooking Institute

2. Baruch Law Analysis of S&P 500 Companies
Source : Balance Scorecard Collaborative Inc. & Robert S. Kaplan
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Area Potential Concerns
© E'na”‘f'al Statfment? gperat'ona', Results may or may not be accurate depending upon how
Vomb 1anee, rgglucl? etcrogram processing takes place and what impacts that processing
(what can go wrong? what should be right?) Results has.......& Fraud management to Fraud Audi t+ Investigation..
, , , A e rE The IT installation may contain control aspects which
IT installation environment PEFERR S ,'-. can interrupt or change the results of either individual or
it ed s TN common system processing
ntegrate — - -
A?,I dit PR 5 One or more system may be dependent upon
Understandi System software . / common IT system software such as database

- management or communications software

ng :
gonl}gzirclm 3 Common systems may cut across individual
PP D systems, partially using their results
systems

Individual systems Feed
results upwards IT processing
is input and accurate

Individual application

~ o O
| S ' &85
system environment S S

Transactions may cut
across system lines

Transactions

The horizontal and vertical impacts of Information Technology (IT) on the organization and risk management
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Human Capital

a Y v d
. ﬂ1§‘ljﬁ?‘i1§‘ilﬂﬂ1‘§1’li1'\|ﬂ1ﬂﬂl!i’)x‘lﬂﬂﬁ Iﬂﬂ

Information
Security

Enterprise
Architecture

= g’J v d' a U
Tuedariuaalilnmsitu msynna vaz Yagq
¥ U o & % o % %
amcluﬂm;uumaﬂuﬂmmammwmﬂsmu

IT
Investment
Management
(ITIm)
Budget & Planning,
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Records
Management
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(VTN INNIY

IT Management
(ITM™)
(Circular A-130)

A Aax 4' Y [ ] d P=|
. ITM foIBMIelviuulanesnnsd

NIZVIUMIAIHIUMSUIMISVOYAVIIANS

Hardware
Software
& IT Services
Acquisition

Operation
And
Maintenance

TsdselavimSwenns nazdoyadu

malulaginesessunaznnngsnoodsla

] [~ a A
penanndszansmw

Software
Development

Data
Management

Example ITM include creating an enterprise architecture, establishing metrics for IT functions,
managing portfolios of projects, creating and maintaining a strategic IT plan, and setting up
the organizational structure of an IT organization.

#an: Forrester Research
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GRC : Value Creation for Effectiveness & Efficiency of Operations
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v o d
ANUNANNHEUDN IT Governance Ha¥ Corporate Governance

CORPORATE
GOVERNANCE

Traditionally includes:
Duties of Directors Leaders
Legislative/Fiduciary
Compliance & Control
Ethics & Integrity
Business Operational Risks

& Control
Financial Accounting & CORPORATE IT
Reporting GOVERNANCE GOVERNANCE
/- E3EE W ENEBETE! Enterprise Enterprise
‘ ‘ Goals Activities &
Risks & Their Objectives Process
Management Innovations Knowledge
Research & Intellectual
Capabilities Capital
Enterprise Information &  Human Resource
Governance focuses its Management Management
on the enterprise’s: _ _
- Future Customer Service Enterprise
- Sustainability and & Communication
potential Relationships Internal/External
- Health

IT GOVERNANCE
over:

Enterprise/IT Objective
Legislative/Fiduciary
Compliance&Control
IT Resources
Information

Knowledge Management
System
Communications

Net Centric Technology
IT Operations, Risks &
Control
e-Commerce/EDI/EFT
IT Asset Management

Risks & Their
Management

IT Governance focuses
onlIT’s:

- Alignment with
enterprise objectives

- Use of IT Resources

- Management of IT
related risks



People How Does the business work? Things
Enterprise
Sales Process Resource Supply AR/AP Cost p
Information Security
Market Work Flow || Transform Inventory Collect Shrinkage .
Architecture
Brand Results Value Transport Write Off Collapse GRC & Holistic
| Understanding
Oversight U Business Risk Management Executive Security Management
Capabilities Technical / Hu.ma? Brand, Value, Organizational
Laws & Internet Structural / Organizational Time, Costs Governance
Owners Architecture 4
Threats Vulnerablhtles Consequences . T ol
Board / Life cycles Perspectives &
: Accept / Transfer / Avoid / : Business
Auditors Mitigate Business Processes
| A
CIED ﬂ | Risk and Surety Level and Matching | People ctuate Sense
— Management
Control Architecture Technical Security Architecture — Policy
L R ;\%D ||_Testing | [ Process | Protection Processes Systems —»  Standards
ChangQVControl Testing Deter Bretasiive Miesharisng Data —> Procedures
Production Prevent Perception : - obscurity - profile Behavior : Documentation
Functional units %etectt obECarneailceon ol ) ;:'hange [ Context | Auditing
Less sure ) Input A Output cac Structure : - M/D-A/C - POsets ) 1Iy11_e P Time Testing
Adapt - diodes - firewalls - barriers tail-sate Location Technol
Contrpl | Audit Data State | -FTC —» lechnology
1 - | Data Sta Content : - transforms - filters - I/A-DRS Purpose > Personnel
EoAIaE At rest - markings - syntax - situation - human Behavior Tncident
Que e D nciaents
S e In Us-e | Content and its Business Utility | Identity
Access Control In Motion Method > Legal
Classification "5 —— . —»  Physical
Source/Change Objectives Intolerance Identify Access —+» Knowledge
Reflects realit Affribution Redundanc Authenticate Utilit
Y Situation y ) Y Awareness
| Integrity | Activity | Availability | Authorize | Confidentiality | > Organization
Cleararse ConenMore | Accountability | | Use Control |

Source : IT Security Governance Guidebook / FRED COHEN



Relationship Amongst Process, Goal and Metrics

Relationship Amongst Process, Goals and Metrics*

Define goals.

Mairrzin Ensure that IT
enterprise sarvices can
reputation and resist and
leadership. recover from
attacks.

=
= 8
= is measured by is measured by | is measured by | is measured by E
X Number of Mumber of || Frequency of @
= incidents actual IT review of the ]
'E causing public incidents with \ type of security g
(-] embarrassment business impact events to be o
@ monitored E
=
S 3

']
= ]
E =

Outcome Performance
Measure Process Metric Indicator

Indicate performance.

14
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8 INTEGRATED COMPONENTS 8 UNIVERSAL OUTCOMES

@ Achieve Business Objectives

ORGANIZE & @ Enhance Organizational Culture
OVERSEE |

@ Increase Stakeholder Confidence

MEASURE ALIGN ‘ —
INFORM & > \ Prepare & Protect the Organization

INTEGRATE ~ :
RESPOND & PREVENT & @ Prevent, Detect & Reduce Adversity
PROMOTE

RESOLVE |
@ Motivate & Inspire Desired Conduct

DETECT& _ N
DISCERN @ Improve Responsiveness & Efficiency

) @ Optimize Economic & Social Value

151 vz1dhwanedredu T

ource: Open Compliance and Ethics antiums I ldwaneals ?
roup




iGRC in / and COBIT 5
GRC Capability Model: Element View

MONITOR & MEASURE CONTEXT & CULTURE ORGANIZE & OVERSEE
M1 - Context Monitoring C1- External Business Context 01— Outcomes & Commitment
M2 - Performance Monitoring C2- Internal Business Context 02 - Roles & Responsibilities
M3 - Systemic Improvement C3 - Organizational Culture 03 - Approach & Accountability
M4 - Audit & Assurance C4- Values & Objectives

INFORM & INTEGRATE ABSESS & ALIGN

A1l- Risk Identification
A2 - Risk Analysis
A3 - Risk Optimization

11— Info Management & Documentation
12 - Internal & External Communication
I3 — Technology & Infrastructure

RESPOND & RESOLVE PREVENT & PROMOTE
R1-Internal Review & Investigation P1 - Codes of Conduct
R2 —Third-Party Inquiry &Investigation P2 — Policies
R3 - Corrective Controls P3 - Preventive Controls
R4 — Crisis Response & Recovery P4 — Awareness & Education
R5 — Remediation & Discipline DETECT & DISCERN P5— Human Capital Incentives
. D2 - Inquiry & Survey P7 — Risk Financing & Insurance
SolREEZCIERC Rec ook D3 — Detective Controls
www.oceg.org/standards 17

© 2008 OCEG Reproduced with OCEG permission on www.consult-llewellyn.com



Thai CIOs are crossing the borders everyday

"Integrated Single Framework for Business and ICT to meet Stakeholder needs"

‘... Outsourcing and off-shoring - Securlty and rlsk - Cost and complexity
—— —rw ction /
.. Performance measures @~ Legislation & i ustind R .
Y (] 11 U alg ‘." -
C Qmmllfmoi t pRuars

Pr SIS
= essUiresitolREDUGE Cg/

P!essmes to INNOVATE

and tunding

integration

Source: Microsoft “Evolution, Business Innovation & Leadership”



ICT fINI558N 21 NUUNVINYD9 CIO & CEO

nagns
(Strategic

“Competitive”)

mydunau
(Tactical

“Operational”)

fadeena q Nnalvina Aavndeu
ANNAUTD (Drivers &
(Enablers) Stakeholder Needs)
Haduayugsne N3 19 UA NN
(Supporter) (Value Creation)
W.f1. 2493 + W.Al. 25502555 +

1CT Tugnuzeman®esy  1eT lugrediivdagn

Reactive “Following” Proactive “Leading”

Y < Y o a ]
1ICT 20y i grin Tumsuavinsgalvia

Source : www.itgthailand.com , www.itgthailand.wordpress.com
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ICT Risk and Impact of IT on cost and revenue - Services drivers

Increase Shareholder Value

Financial

Perspective PRODUCTIVITY STRATEGY

REVENUE GROWTH STRATEGY

Expand Revenue
pportunities

Increase Asset Enhance
Utilization Customer Value

CUSTOMER VALUE PROPOSITION

Customer
-  OQSOOD

PRODUCT/SERVICE ATTRIBUTES RELATIONSHIP

Partnership

Intenal Operations Management Customer Management Regulatory & Social
nema
PEI'SpEl:li\‘E Processes that produce Processes that enhance Processes that create
and deliver products customer value new products and communities and the
and services services environment
CREATING y 5%5 CREATING
ALIGNMENT READINESS
Strategic Job Organization
Fiii-e!ﬂ;iliES Chargrge Agenda

Learning & Human Capital + Organization Capital
# Cufture 4 Alignment

# Skills ;
# Leadership 4 Teamwork

# Traini
* Hl'lﬂrgim Kaplan & Norton 2004



Increase Shareholder Value

E{"E PRODUCTIVITY STR%{EGT REVENUE GROWTH STRATEGY
Cost Reduction/ Enhance Expand Revenue
Cost Saving Customer Value pportunities
CUSTOMER VALUE PROPOSITION
Customer
Perspective
| | Operations Management Customer Management Innovation Regulatory & Social
nterma
Perspective *Reduced time to *Better
process orders compliance
_____________ *Fewer errors in  sInformation L
processing sharing/submision
transactions to regulatory body
CREAT ) —._ATING
*Reduced time to ﬁ EE:
M-IGNl search information READINESS
o| d productivit Organization
e Change Agenda
Learning & *Empowerment

Growth «User accountability




COBIT: Governance of Enterprise IT (GEIT)
o

Governance of Enterprise IT

What is
COBIT ?

IT Governance

Management

Control

Evolution of scopé

Audit

1996 1998 2000 2005/7 2012

A business framework from ISACA, at www.isaca.org/cobit

Source: COBIT® 5 Introduction Presentation © 2012 ISACA® All rights reserved.
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COBIT 5 and Key Roles-Activities- Relationship

Sovernance snd Management in OCBIT S

Governance Objective: Value Creation
Benefits Risk Resource
Realisation Optimisation Optimisation

Governance Governance

Roles, Activities and Relationships

Source: COBIT 5, figure 5

ey Roles, Activiies arnd Relationships

Roles, Activities and Relationships

Sat Direction Imstruct and

Ownens and A Align Operations
Stakeholders Mamnagement and
Ma nitar Execation

W\/—\\

Source: COBIT 5, figure 9 ~— Where are A
you 7

Source : ISACA



IT Governance Needs Management Frameworks

I a59Andngalae |
o |

I adesTaaldann 1T !

|

I |

e AAAARBINLNAYNS
________ J
r = — — — & )
a al a\
P = - I Usziluannudaalen |
| IANAEIAVBNNY I RESOURCE -
_ oy MANAGEMENT LLAaZWINIAINIG 80 AL LAN
InnAanssueias 919 Lead way | o m — — — — — ]
| .
Lag Indicator |
I— ————————— I —-— . - — o . - 1

I nsamuivanzan |
LAZNITAANI1INTNENT |

IT Governance Focus Area>>



Unlocking Value & Val IT

How is Effective IT Governance Best Accomplished?

>Asking—and Answering—Four Fundamental Questions

1. The strategic question: Are we doing the right things?

2. The architecture question: Are we doing these things the right way?
You are

3. The delivery question: Are we getting these things done well? here. .

4. The value question: Are we getting the benefits?
Is IT Creating Value?

O
Make Sure to Ask the Right Questions.

>Using a Comprehensive

Are we Are we

doin ettin

IT Governance Framework the r.gght he
thlngs’? benef’tS’?

" COBIT

Are we ﬁure we

doing them getting
the right them done

way? well?

& val IT

Resource : IT Governance Institute



COBIT 5 for ICT Risk Management

1. Meeting
Stakeholder
Needs

3. Separating ‘. 2. Covering the

Governance .
Enterprise
From
Management ' ‘ EULHDAAL
COBIT 5
Principles

® &

4. Enabling a d. Applying a

aingle
Integrated
Framework

Holistic
Approach

Source : ISACA



COBIT 5 for Stakeholder needs

Stakeholder Drivers
(Environment, Technology Evolution, ...}

( Influence :J

Resource
Optimisation

( Cascade to j

Stakeholder Needs

Risk

Be nefits
Realisation

Optimisation

Enterprise Goals

( Cascadeto |

IT-related Goals

Source : ISACA




A Business Framework Perspective for
the Governance and Management of Enterprise I'T

Goals Cascade Overview / GEIT — Governance Enterprise of IT

Stakeholder Drivers

(Environment, Technology Evolution, ...)

( Influence )

Resource
Optimisation

STAKEHOLDER NEEDS AND
Cascade to _
( ) ENTERPRISE GOALS

Stakeholder Needs

Risk

Optimisation

Benefits
Realisation

~

Vs

Enterprise Goals — GEIT and Enterprise Goals
Business BSC

(. J

'C C e to :) —— DETAILED MAPPING ENTERPRISE

GOALS — IT RELATED GOALS

I IT related Goals

DETAILED MAPPING IT RELATED
(_ Cascadeto ) wwmmmmmd | GOALS — IT RELATED PROCESSES |

Enabler Goals

Resource : ISACA / GEIT (GRC Described Under COBIT 5)



Stakeholders & Governance in COBIT 5 (cont.)

Processes for Governance of Enterprise IT

(

Evaluate, Direct and Monitor

EDMO1 Ensure
Goverrance EDM02 Ensure EDM03 Ensure ma‘g Ensure Ensmr%ﬂ‘rm
Framework Setting Benefits Delivery Risk Optimisation Opﬁ”ﬁggﬁm Trans
and Maintenance parency

Align, Plan and Organise Monitor, Evaluate

and Assess

1hﬁg1|an~§e?nagm APOO2 Manage H’Enﬁm@ APOO4 Manage APOD5 Manzge APOD6 Manage APOOT Manage
Framework Strategy Architecture Inovation Portfolio Budget and Costs Human Resources

MEAD Monitor,
Evaluate and Assess

Performance and
APO03 Manage APOD9 Manage APO10 Marage APO12 Marage ||  APO13 Manage Conformance
R elationships Agreements Suppliers Rk Security

Build, Acquire and Implement

BAI03 Manage BAIDS Manage BAIOT Manage
DAIOI Manage  f - BAIO2 Manage Solutions gl Organisational || BAIOG Manage Change
mglr:largj]g%és o E[?Ef'ﬁ?aeﬁ ; Identfication and Capacity Changes Acceptance and MEAQ2 Monitor,
and Build Evaluate and Assess
the System of Internal
Contral

Change
Enablement Transttioning

BAIOE Manage B AN O Manage
Knowdedge Configuration

Deliver, Service and Support

MEAD3 Monitor,
0SS0 DS502 Marage DSSO5 Manage DSS06 Manage Evaluate and Assess
: Jmh%m%ge Servica Requests 2 I]SSDCmIﬁwanwage Security Business Compliance With

and Incidents Services Pmcess Controk Extemnal Requirements

Processes for Management of Enterprise IT

Source: COBIT® 5, figure 16. © 2012 ISACA® All rights reserved.



Integrated Single Framework Governance
& Management

CCBITS Govermanoe and Management Key Areas

Business Needs

" Governance

Direct Management Feedback

., A
) 7 N )
' Management '
Plan Bulld Run
(APO) (BAI) (DSS)

Source : ISACA




Digital Economy/Business and Technology Architecture

1. Meeting

COBIT 5
Principles

framework based on a holistic set of sevem
emablers that optimises imformation and

techmology investment and nse for the benefit

of stakeholders.
3. Organisational 4. Culture, Ethics
2. Processes Structures and Behaviour
( 1. Principles, Policies and Frameworks ]

6. Services,
Infrastructure

7. People,
Skills and
Competencies

5. Information

and Applications

Resources
.

J

é

Governance -> Value Creation

|

Bemefits
Realization

|| opmizin | | opimi

|| opimitin

Business and IT Alignment

Optimization
Does not focms only om the
“IT Function™

Deep Insights

Economy
and
Business

Anytime
Anywhere

Big Data

All Digital
VVVVVVVYV

Amalysis

Imteractiom
Platform

Infrastructure

Vision — Mission — Policy — Strategy — Leadership ||\ —

Integrated Management — Assurance - CapaBility

Somce - 1IGRC and COBIT 5 and Approach to hnplementat on fr Digital Beonomny Boesness Framework adopt and adapt bywewrw tgfinailand com




GRC Perspectives & Where Does CoB1T Fit?
Drivers PERFORMANCE: Base 1, Sarbancs
Business Goals Oxle ,Act otc.
A
I'T Governance CoBIT
: A A
9001:2000 27001 20000
4 4 4

Processes and QA Security

Enterprise Governance Balanced
Scorecard
A

Procedures Procedure Principles
Source: ITGI
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ITG / COBIT -Governance — Risk Mgmt. — Compliance & Integrity Management
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COSO - Strategic

Integrated Management
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(@519 NUFI UV
Stakeholder)
—_—

—

—

www.itgthailand.com

COSO - Operational

Country / Organization

(Trust / Value / Survival / Assurance)

Individual?

=
03) £ Sustainable
= Growth
£ E g
o T
28 |~
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COBIT and Other IT/ Management
Standards & Best Practices for IT and Non-IT Auditors

Organisations will consider and use a variety of IT models, standards and best
practices. These must be understood in order to consider how they can be used
together, with COBIT acting as the consolidator (‘umbrella’).

ITIL

WHAT : ISO 20000 HowW

SCOPE OF COVERAGE

Source: ITGI
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Risk Convergence & Management Model

External — regulators, operators, analysts, investors
Board / senior management oversight

Audit Risk Mgmt. Other
committee committee Committee

GCG + Risk
Mgmt. +
Internal Audi Adequacy

\\\A\

\ X

Legal/
compliance

Capital Information

technology

/1‘//‘

</ _— __\ -/
=\

Financial
+ CSR

I T\

Common Data Structure

~ |/ __— N > |~

Common Technology Architecture
\__________/ N -~~~ |/ _— N /~ ——\ -~ ~ | — ~/ N _~ ___\ ________/

Common Risk & Control Processes

\ [ N\ NS

Business Business Business Business

Unit Unit Unit Unit




A Consolidated-Integrated Single Framework on COSO Model

——

IT Risk and Business
Risk+++

Common

Challenges ™
& errors

Stakeholders

Reporing &
Dizclosure
process

Oversight
functions

Business
Units

Source: KPMG
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S IRATELIL TRINKRING ANV RIOR
MANAGEMENT

Visionany
Context Thinking o
Thinking
GForward Thinki
ame
Weighted TRIRKING
Dynamic Thi

Impact Thinking
Bottom Line Thﬂuﬁ@tity

Context Thinking

Matching
Thinking Forward Thinking

Weighted Thinking

H Quﬁjii&ng Dynamic

Thinking
Innovative Thinkin

Grey Thinki
Planner Thinking

badaKINGKing
Bottom Line
Thinking

Innovative Thinking

Context Thinking Svst inking Grey
Benchmark Y Eﬂaqr%r(]er Thinking
Forward Thinkiimg Thinking
Weighted Thinking Context Thinking
Dynamic Thinking
Impact Thinking Customer o Forward
Bottom Line Thinking Value Thinking
Key Success Thinking Weighted Thinking

Innovative Thinking Factor Thinking
Grey Thinking
Planner Thinking

~ Dynamic
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Stakeholders & Risk Management in COBIT 5 (cont.)

Processes for Governance of Enterprise IT

Evaluate, Direct and Monitor

EDMO1 Ensure
Goverrance
Framewark Setting
and Maintenance

Align, Plan and Organise

AP0 Manage
the IT Management ”us?rzatmeg];age

Framework

APOOD Manage
Servica
Agreements

APOOE Mamage
Relationships

Build, Acquire and Implement

BAIO1 Manage BAIDZ Manage
Programmes and Requirements
Projects Definition

BAIOE Manage
Knowdedge

Deliver, Service and Support

DS502 Marage
Senvice Requests
and Incidents

05501 Manage
Operations

EDMO2 Ensure
Benefits Delivery

EDMO4 Ensure
Resou s
Optimisation

EDMOE Ensure
Stakehader
Transparency

EDMO3 Ensure
Risk O ptimisation

APOD4 Manage
Innovation

APOH0 Marmage APO12 Manage
Suppliers i Risk

APOO3 Manage
Entemrisa
Architecture

APOO5 Manage

APODG Manage
Portfolio

APOOT Manage
Budget and Costs

Human Resources

P01 3 Manage
Security

BAIDS Manage
Organisational

Change
Enablement

BAI03 Manage
Golutions
|dentifi cation
and Build

BAIOT Manage
BAIDG Manage Change
Changes Acceptance and
Transttioning

BANS Man
!u.rajlahilit:;;|e
and Capacity

B AN O Manage
Configuration

DSS05 Manage

Security
Services

DSS06 Manage
Business
Pmocess Controks

DS504 Manage
Contimuity

Processes for Management of Enterprise IT

Source: COBIT® 5, figure 16. © 2012 ISACA® All rights reserved.

Monitor, Evaluate
and Assess

MEAD Monitor,
Evaluate and Assess
Performance and
Conformance

MEAQZ Maonitar,
Evaluate and Assess
the System of Internal
Control

MEAD3 Monitor,
Ewluate and Asse ss
Compliance With
Extemnal Requirements

43
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Integrated Architecture Framework (I1AF)
and Enterprise + ICT Risk -> Impact

. 4 \Y
Design Phases E

Contextual
Vision, Scope,
Environment

Conceptual
Products,
Services

Logical
Functions,
Co-operation

\4

Special
lewpoints
Business T e Information | Technology
Systemns Infrastructurel
“ .

Adopt and Adapt from IAF

Main Architecture Areas




The ICT enabled Enterprise and

control by design

)
Business Processes £ o business
CoIIaboratlpn of " — « producte, b : ‘?’?L
Human Beings services
Business 4 information Externalx
| i |
System Information Provision ¢ oo oo oY Relatlons
. \ 3
Collaboratl_on of <information i’
Human Beings f\ services i{
1 IS service 1
| services I .
Information SystemsFE====7
Co-operation of '
SW Components
ICT
System

Technology Infrastructure
Co-operation of
SW&HW Components

Adopt and Adapt from IAF




GRC & Risk IT Practitioner Guide

EXPRESSING AND DESCRIBING RISK

Expressing IT Risk in Business Terms

o 0 O

Where Mgmt.
& Related Risk

—Control-Audit
Should be

* Anancial
— Share value
— Profit
— Revenue
—Cost of capital
* Customer
— Market share
— Customer
satisfaction

* Effectiveness
* Efficiency

* Confidentiality
* |ntegrity

» Avallability

* Compliance

* Reliability

Extended BSC

CosIT Information Criteria

— Customer

Balanced Scorecard (BSC)

service
* |nternal
— Reguiatory
compliance
* Growth
— Competitive
advantage
— Reputation

Westerman

» Agility

* Accuracy
» Access

» Avallabllity

COSO ERM

* Strategic
* (perations
* Reporting
* Compliance

As is & To-
be ?

FAIR

* Productivity

* Response
(cost of)

* Replacement
(cost of)

* Competitive
advantage

* Legal

* Reputation

The link between IT risk scenarios and ultimate business impact needs to be established to understand the effects of adverse events.

Several techniques and options exist that can help the enterprise to describe IT risk in business terms. The Risk IT framework requires that
IT risks be translated/expressed into business relevant terms, but does not prescribe any single method. Some available methods are shown in
figure 23 and they are briefly discussed in the remainder of this section.

Source : ISACA




IT Governance and IT Management for Value Creation->

Risk Governance & Controls

Risk is not always to be avoided. Doing business is about taking risk that is consistent with the risk appetite, i.e., many
business propositions require [T risk to be taken to achieve the value proposition and realise enterprise goals and
objectives, and this risk should be managed but not necessarily avoided.

When risk is referenced in COBIT 3 for Risk, it is the current risk. The concept of inherent risk is rarely used in
COBIT 5 for Risk. Figure 7 shows how inherent, current and residual risk interrelate. Theoretically, COBIT 3 for Risk

focuses on current risk because, in practice, that is what is used.

Figure 7—Interrelationship of Inherent, Gurrent and Residual Risk

Inherent Residual
Risk Risk




GRC & Risk IT Practitioner Guide

What could be
happened without

identify IT Risk & it
Impacts to Business
- \Risk ?

RISK SCENARIOS

IT Risk Scenario Components

Event

* Disclosure

* |nterruption

* Modification

* Theft

e Asset/Resource
Threat Type * Ineffective design * People and organisation
e Malicious * Ineffective execution * Process
« Accidental/error * Rules and regulations * Infrastructure (facilities)
* Failure * Inappropriate use * [T infrastructure

e Natural * |nformation
* External requirement = Applications

[Actor] Time

* Internal (staff, contractor) * Duration

= External (competitor, * Timing of occurrence
outsider, business partner, (critical, non-critical)
regulator, market) * Timing to detect

Source : ISACA



GRC : Value Creation & Lesson Learned
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++++ Sony Picture++++
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ICT Enabled Governance and The Role of ICT

AEC Objectives and comm(@l

AEC 2015 Vision, Architectural Development, Operation,
As Is

Strategy Design Change Maintenance

L AEC/
Business | Integrated | ASEAN / _\ ASEAN

Vision ) Business and 1CT
Architecture ICT enabled
ASEAN/ Transf " Governance
BUSINESS Framework ranstormation / Enterprise
‘ ICT Vision
ASEAN
ICT 2015 ICT-AEC Objectives and common goals
As Is
Your Country — [ GRC Driver/ Technology
Our ASEAN

51
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COBITS/GRC - Integrated Management / monitoring and Control

Activity Integration and Alignment Matrix

integrate & align

\ IT Governance / Management Cycle
Plan Communicate Execute Assess

Alignment

Value

Risk

c
=
™
of
@
-
©
-~
&
@
o
S

Resource

Performance

{ IT Governance Focus Areas

o
PN



A Business Framework for
the Governance and Management of Enterprise IT

COBIT 5 Enterprise Goals / Business BSC

Relation to Governance Objectives
Benefits Risk Resource
BSC Dimension 1 Enterprise Goal Realisation | Optimisation | Optimisation
Hnancial / 1. Stakeholder value of business investments P S
2. Portfolio of competitive products and services P P 5
Performance 3. Managed business risk (safeguarding of assets) P 5
approac hes 4. Compliance with external laws and regulations p
5. Financial transparency P S 5
Customer 6. Customer-oriented service culfure P 5
7. Business service continuity and availability P
8. Agile responses to a changing business environment P 5
9. Information-based strategic decision making p P P
10. Optimisation of service delivery costs P P
Internal 11. Optimisation of business process functionality P P
12. Optimisation of business process costs P P
13. Managed business change programmes P P 5
14, Operational and staff productivity P P
15. Compliance with internal policies P
Leaming and Growth | 16. Skilled and motivated people S P P
17. Product and business innovation cufture P

Resource : ISACA




STAKEHOLDER NEEDS AND ENTERPRISE GOALS

Mapping COBIT 5 Enterprise Goals to Governance and Management Questions

Criterias

Scope &
deliverable

-

STAKEHOLDER NEEDS

How do | get value from the use
of IT? Are end users satisfied
with the quality of the T
service?

How do | manage performance
of IT?

How can | best exploit new
technology for new strategic
opportunities?

How do | best build and
structure my IT department?

How dependent am | on
external providers? How well
are IT outsourcing agreements
being managed? How do |
obtain assurance over external
providers?

What are the (conirol)
requirements for information?

Did | address all [T-related risk?

Resource : ISACA
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STAKEHOLDER NEEDS AND ENTERPRISE GOALS

Mapping COBIT 5 Enterprise Goals to Governance and Management Questions (cont.)

B =1 = g |5 = g |3 =12 |12 |28 |5 |z 2
Criterias |2 |2 |23|c |2 |8 |2 |Sg|S |8 |2 |z =15 |2 |3
5 |5 w5 S S =z|=2 |z | |= e |2 |2 |2 &
s |2 [28(2 |2 |8 |8 |=E|=z_|8 |28 |28 |g |®& | | |=
S & |2 |8 |s2|g2l2 [E |8 |g2|dz|=2 |2 |2 |3 s |2 |2
Cope = =1 = == @D = o= EE = = = = g = 2 =
o (= 5= . = = o — = = E=| = :.g - @ -
. oceE|B5e|SEB|l2E|E x “=1B8T| o E|E == | S —E|E 2 = =
deliverable |28|32(38[82|s |2 |z22|85|2E5(5 [5%(5 [2E(E [52 (B |=
— EE|l2s| 28|22 3 En| 25| 22|25 2 25| =2 E|l= E| = £
s2 |22 |22|22|28 |2E|2S|c8|E2|Ee|ES|E2|TFE|E |2 |B |Z25
S =2|B2|=g|52|2 |2S|25|53|28|8%|2s|E8|=S|2 |8 |= |BS
/ HE|lom | =2 |low ]ic co|laz|f=2|l=8|c8|lac2|ac8|l=a]o o ol oo
STAKEH\. [DER NEEDS 1 2 3 4 5 6 7 8 9 10. | 11. | 12 | 13. | 14. | 15 | 16. | 17
Am | running an efficient and
resilient [T operation?

How do | control the cost of IT?
How do | use IT resources in
the most effective and efficient
manner? What are the most
effective and efficient sourcing
options?

Do | have enough people for [T?
How do | develop and maintain
their skills, and how do |
manage their performance?

How do | get assurance over [T?

|s the information | am
processing well secured?

How do | improve business
agility through a more flexible IT
environment?

Resource : ISACA




STAKEHOLDER NEEDS AND ENTERPRISE GOALS

Mapping COBIT 5 Enterprise Goals to Governance and Management Questions (cont.)

- |8 @ 2 |o = |§ | s |8 £
18 |3 8 s 1218 |2 |2 |2 |2 |a |2 |2 |2 |C
H = = 2 = = = 3 S - =
Criterias = |z |22|5 |z |5 |2 |S=|E |8 |2 |2 |2 |& |E = b
S |2 |28|% |s g |22z |2 |3 |8 |2 |8 |2 |[& |2
3 |2 |32 = |E |2 [2E|8=]2 |2 |2 |8 |= = |2
= E £5 gg =3 E 2 =] k=3 ..g = = = = = Z
Scope& 1% 15,152 |38(8 | |5 |B5| 22|z |E2|2 |Zg|E |3 |2 |3
: o E 2 2leE| = ut wE T | o = =5 | = 2 = =
_ deliverable 2E|z:|25|8%|z |2.|232|22|8=|2 |22|2 (32|52 |E |E |:E.
22| 22| E8|22|5 |e5|SS|=E|E2|Eg|ES|E2| 858 |2 |2 |25
— ZE|58|s8|33|c |83|25|=2|28|58|85(58(2E|5 |8 |3 |&3
STAKEHLA}EHHEEDS 1 2 3 4 5 6 7.1 8 | 9 |10 | 1. |12 | 13 | 14 | 15 | 16 | 17
Do IT projects fail to deliver
what they promised—and if
s0, why? Is IT standing in the
way of executing the business
strateqy?

How critical is [T fo sustaining
the enterprise? What do | do if
IT is not available?

What concrete vital primary
business processes are
dependent on [T, and what are
the requirements of business
processes?

What has been the average
overrun of the T operational
budgets? How often and how

much do [T projects go over
budget?

Resource : ISACA



STAKEHOLDER NEEDS AND ENTERPRISE GOALS

Mapping COBIT 5 Enterprise Goals to Governance and Management Questions (cont.)

Criterias

Scope &
deliverable

4

Product and business innovation

Compliance with inte mal policies
culture

Information-based strategic
decision making

programmes
Operational and staff productivity

Optimisation of business process

Optimisation of business process
costs

Portfolio of competitive products
functionality

and services
Business service continuity and

avallability
Optimisation of service delivery

Compliance with external laws
costs

and regulations
Agike responses to a changing
Skilled and motivated people

Stakeholder value of business
business environment

investments

(safequarding of assets)
Financial transparency
Customer-oriented service
Cllture

Managed business change

Managed business risk

STAKEHOLDER NEEDS

—
Pt
(]
=9
on
(=]
=
=)
1=
—
=
—
—h
—
]
—
(]
—
=9
—
on
—
(=]
—h
]

How much of the IT effort
goes to fighting fires rather
than to enabling business
improvements?

Are sufficient IT resources and
infrastructure available to meet
required enterprise strateqgic
objectives?

How long does it take to make
major IT decisions?

Are the total IT effort and
investments transparent?

Does [T support the enterprise
in complying with regulations
and service levels? How do |
know whether | am compliant
with all applicable regulations?

Resource : ISACA



DETAILED MAPPING ENTERPRISE GOALS — IT-RELATED GOALS

Mapping COBIT 5 Enterprise Goals to IT-related Goals —

Ermerprisa Geiocsl

Criterias

Scope &
deliverable
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DETAILED MAPPING ENTERPRISE GOALS — IT-RELATED GOALS

Mapping COBIT 5 Enterprise Goals to IT-related Goals

Enterprise Goal

Criterias

Scope &
deliverable

—

I

Optirmisation of sarice delivery costs
Optimisation of business poeess functio nalty
Optirmisation of buesiness prcess oosts
Managed business chanog piogrammes
Operational and staff poductivity

Compliance with internal polices

Silled and mathated peop e

Product and bieiness inncvation cutture

= | Stakeholder value of business irvestrments

0 | PFertfolio of cormpettive products and sendces

& | Managed bugness risk (safeguardng of assels)

& | Cormpliance with exterral laws and reguations

& | Frarcial ransparency

@ | Customer-oriented servce culfure

=~ | Bisiness service confruity and availabl ity

& | Agileresporses 1o achangng business enronment
© | Information-ta sed stratege decision making

IT-related Goal
01 | Alignment of IT and business strategy

02 | IT compliance and support for business
compliance with extemnal laws and
regulations

02 | Commitment of executive management for
making M-related decisions

4 | Managed IT-related business risk

05 | Realised benefits from IT-enabled
investments and services portfolio

06 | Transparency of IT costs, benefits and risk

Financial

07 | Delivery of IT services in line with businaess
requirements

08 | Adequate use of applications, information
and technology solutions

Cugamer

Resource : ISACA



DETAILED MAPPING ENTERPRISE GOALS — IT-RELATED GOALS
Mapping COBIT S Enterprise Goals to IT-related Goals (Cont)

Enterprise Goal

Criterias

Scope &
deliverable

Y

IT-related Goal Financial Customer Intemal
09 1 IT agility : . .

10 | Security of information, processing
infrastructure and applications

11 | Optimisation of [T assets, resources and
capabilities

12 | Enablement and support of business

processas by integrating applications and
technology into business processes

12 | Delivery of programmes dalivering
benefits, on timea, on budgeat, and meeting
requirements and quality standards

14 | Availability of reliable and useful
information for decision making

15 | IT compliance with internal policies

16 | Competent and motivated business and
IT personnel

17 | Knowledge, expertise and initiatives for
Resour business innovation

Optirmisaton of service delivery costs
Optimisation of business pocess functionality
Optimisation of business process oets
Managed business change programmes
Operational and staff productivity

Compliance with internal policies

Product and bueiness inncvation culture

= | Agileresponses 1o a chandng business envronment

0 | Fortfolio of cormpettive products and serices
& | Managed bugness risk (safeguardng of assets)

= | Stakeholder value of business irvestments

& | Compliance with exterral laws and reguations
¢ | Franclal frangparency

™ | Custorner-oriented serdce cultlre

= | Bueiness service confruity and availa bility

@ | Inforration-tasad stratedic decision rmaking
& | Skilled and mothvated people

3
=
N
e
=
o
~

ﬁE
53
E

i

Intemal

Learning
and
Growth




Risk: a definition o < g

* Risk = the effect of uncertainty upon
objectives

« Objectives can be whole of organisation,
Hospital, Faculty, School, Division,
program, etc

Strategic objectives

Operational objectives

Process objectives
Project objectives FI-{ | ‘ F
Product objectives |

Personal objectives @ @ @




asmlsznavaas ERM- Enterprise Risk Management

msmwuainguszasa (Objective Setting)

309 ﬂi“ﬁﬁﬂl AR NI3AIVAN
AN

09 ﬂiuﬁQﬂZ
AR PISAILAN
A0ANADY
Y] d
ngszasn 3
/ ivaaﬂ 4 w miﬂ%‘ﬂml

STAUKUIBNUE DY \mqﬂimas w— MsRILAN I
AN

4 ¢
GRIZLLGN
3’61@1]53@&517— M3AIUAY I
/u ﬂ o < o =
NIZUIUMS/ANTINS/ SRR QEREIEEN N3NV

U

ﬁuﬂ'ﬂ’ﬂﬁﬂﬂﬁ




=Y { Jd
LL‘H’JT]'NﬂTi‘UTH']iﬂ’J']lIL?TENL!,‘U‘Uﬂmim']ﬂ']‘i"ll’élﬁ’élﬁﬂﬂ‘i

MM UImsades ldgiia

uleane

Mina

4

h

o v a
@‘mﬁ / mmwﬁ@

A

y

[ [ (4
L{hﬂ‘l\l']ﬂﬂaﬂﬁluﬁgﬂﬂf]Qﬂﬂi

AUNTRU

e lu

ATUNTLUIUMNST

¥ ¥
ATHGNeA

AMuUMIiTeuIuaL

@y la

@mj’: / mmsjmb <

+ h 4

X

y

@ 3 T
Qﬂﬁlﬂigﬁﬂﬂﬂ]ﬂﬂﬁu'\lﬂﬂqu

NANTTU /

NISUIUNTT

F 3

malgiaanuuazmadaaul

}

v

O——O—"270

v

|
RN
\

A 4

v

8 NTAAMUNA
NFIANITIAL
15518914

7 JgUUMTAUNA

HAZMI A0S

1 @nmwinaaey iy

s
ONFINT

v

2 MINYUA
Ls7) 0’
Tanlszaen

v

3 MISILYANNTO
LA
(1Mgn1TA)

v

4 Mssziiu
ANUT Y

v
SREERIGTRNIGE

ATUAUUT YT

ANUIFE
v

6 NANTIUNT

AR

T




UNUINKINNANNIVHATOUMNIATIA S nunI

N2NANT

(]

Auem

wiaansy

1

v A

Faa1IUaTFINNANINASHUNLND

(]
=~

.o ©® Business &
v o @ °o = ICT Ris
NIUNATDUY YUADUNITIALUHUNIT \—)\_}/‘K
e
1.AMUSNITNNII rueulauaaIuuInIeNNE aypuauURUIRIUUsEIT =z
=
c
U'b
o % = = U P
2. AZNIINNIT Mnuguanasfamuuan U ﬁ
M8 MNULHIUIENITUIHITANINLAEN o
[
=
=
3.AnENIINMT 3
- & R ) ) 33
LI LA TvdatauauuztdgnuulaguranIsusnIsANINEN A8 IN €
_—\ ‘:‘ = Uy o = m
N3aUNSUINITANNLEN tazwuuduaulszal =
> = - 2
4. gfu3ms > R =
=
COSO-ERM amwuinaanmeluaians &
. AN u v =
- . p e |—» - R msiuaInalszaia g
USHITANNLF 9 4 msaamussilives ’ S:
(&R
-
N 7] d' W
0. silszaunuanuEs p . =
Y : FVITTUNAUDSNITIDEIT ﬂ’l?‘ll\ﬁﬂ”ﬁ;lﬂ’l'iﬂl +—PD c
HUILIIU > =
» =3
-ﬁ r
= &
< , (Y
_ aé NINIINAIVAN msUssdivanass (=
[ sufuRm ~ @
U =)
. &>
N15IANITAIINEFEN Bg
| &= |




New COSO-ERM Framework
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CobiT 4.1 -> COBIT 5

GRC & CobIT Framework

Relationship Amongst Process, Goals and Metrics

Business Process Activity
Goal Goal Goal
Maintain Detect and resolve Understand
entarprisa unauthorised ECurity
reputation and acess o reguirements,
leadership. information, » vulnerabilities
applications and | and threats.
infrastructura. Y
|
: . | 3
= is measured by | is measured by | is measured by g‘
o Number of || Mumber of II Freguency of o
£ inGidants : | actual incidents | review of the -]
b causing public | because of ".L type of security e
= embarrassment 5 unauthorised avents to be Fy
(-] : ACESS monitored ]
E g
g Z
Qutcome Performance
Measure e Indicator
Outcome Performance
Measure Process Metric Indicator

Indicate performancs.

Resource : IT Governance Institute



RiskK is a natural part of the business landscape.
If left unmanaged, the unceriainty can spread like weeds.
If managed effectively, losses can be avoided and benefits obtained.

O
N GRC
e Perspectives

IT RISk IS
ess R thygat

f

possi%i\'\ty
4

A s E D o) N C o B 1 T =

A set of guiding principles and the first framework to help ‘ ®
enterprises identify, govern and effectively manage IT risk. SACA

B



GRC - COBIT & Risk IT and IT Risk Perspective
What does Risk IT do?

Risk IT:

Allows an enterprise to customize the components provided

in the framework to suit its particular needs

Provides a common language to help communication and
understanding among business, [T, risk and audit management
Provides an end-to-end, comprehensive view of all risks
related to the use of IT and a similarly thorough treatment of

risk management, from the tone and culture at the top,

to operational Issues

Enables an enterprise to understand and manage all significant
IT risk types

Allows the enterprise to make appropriate risk-aware decisions
Explains leveraging an investment in an IT intermal control
system to manage IM-related risk

Enables Integration of IT risk with overall risk and compliance
structures within the enterprise

FProvides tangible business benefits




GRC- COBIT & Risk IT and IT Risk Perspective

What are the benefits of using Risk [T
The benefts Include:

-

Improved communication among business, IT, risk and
audit management

Comprehensive guidance on how to manage [T-related risks
A complete risk profile to better understand risk, so as to
appropriately utilize enterprise resources

A better understanding of the roles and responsibilities with
regard to IT risk management

Alignment with ERM

A better view of [T-related risk and [ts financial implications
Fewer operational surprises and fallures

Increased information quality

Greater stakeholder confidence and reduced

regulatory concems

Innovative applications supporting new business Initiatives




GRC & Risk IT Practitioner Guide

DEFINING A RISK UNIVERSE AND SCOPING RISK MANAGEMENT

IT Risk in the Risk Hierarchy
o O

Strategic
Risk

Environmental Compliance
Risk Risk
IT=related Risk - Where are we in practice?

IT Benefit/Value IT Programme and IT Operations and ‘
Enablement Risk Project Dellivery Risk Service Delivery Risk

—

Source : ISACA



IT Strategy Committee & IT Steering Committee

[T STRATEGY COMMITTEE

IT STEERING COMMITTEE

LEVEL BOARD LEVEL

RESPONSIBILITY ® Provides insight and advice to the board on

topics such as:

« The relevance of developments in IT from a
business perspective

+ The alignment of IT with the business
direction

« The achievement of strategic IT objectives

- The availability of suitable IT resources, skills
and infrastructure to meet the strategic
objectives

« Optimisation of IT costs, including the role
and value delivery of external IT sourcing

+ Risk, return and competitive aspects of IT
investments

+ Progress on major IT projects

+ The contribution of IT to the business (i.e.,
delivering the promised business value)

+ Exposure to IT risks, including compliance
fisks

+ Containment of IT risks

* Provides direction to management relative to
I strateay

EXECUTIVE LEVEL

* Decides the overall level of IT spending and how
costs will be allocated

* Aligns and approves the enterprise [T
architecture

* Approves project plans and budgets, setting
pricrities and milestones

* Acquires and assigns appropriate resources

* Ensures projects continuously meet business
requirements, including re-evaluation of the
business case

* Monitors project plans for delivery of expected
value and desired outcomes, on time and within
budget

* Monitors resource and priority conflict between
enterprise divisions and the IT function, and
between projects

* Makes recommendations and requests for
changes to strategic plans (pricrities, funding,
technology approaches, resources, etc.)

* Communicates strategic goals to project teams

* |s a major contributor to management’s
IT governance responsibilities
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Without Effective Governance
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1. amwumé’aumﬂ“lumﬁnﬁ (Internal Environment)
Risk Management Philosophy — Risk Culture — Board of director — Integrity and Ethical Values — Committee to Competence — Management’s Philosophy

and Operation Style — Risk Appetite — Organization — Assignment of Authority and responsibility — Human Resource Policy

v

2. MIMriuaihnung (Objective Setting)

Strategic Objective — Related Objectives — Selected Objectives — Risk Appetite — Risk Tolerance

v

3. mﬁgqmqm‘stﬁ (Event Identification)
Events — Factors Influencing Strategy and Objectives — Methodologies and Techniques — Event Interdependencies — Event Categories —

- Risk and Opportunities

v

4. msUszliunnu@es (Risk Assessment)

Inherent and Residual Risk — Likelihood and Impact — Methodologies and Techniques - Correlation

v

5. m‘;muaummmaﬁm (Risk Response)

Identify Risk Response — Evaluate Possible Risk Responses — Select Risk Responses — Portfolio View

v

6. NINIINAIVAN (Control Activities)

Integration with risk response — Types of Control Activities — General Controls — Application Controls — Entity Specific

v

7. sznmmﬁaumﬂuazmiﬁﬂd@ﬁami (Information and Communication)

Information — Strategic and Integrated Systems - Communication

v

8. msAamuuazlszdiuna (Monitoring)

Separate Evaluation — Ongoing Evaluation
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Business Objectivesl

IT Governance I
COBI | I

/. Informatlon J-\

Monitoring | Planning & Organization
Delivery & Support J Acquisition & Implementation |
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Change management from COBIT 4 - 4.1to COBIT5 — GEIT -> Integrated Single Framework




Who Needs IT Governance & Control

Models? & Regulators + +

/- IT investment \

decisions

- Balance risk and
control investment

- Benchmark existing

and future IT

\environment /

-

Obtain assurance

~

on security and
control of products
and services they
acquire internally

or externally

\_ J

/- Substantiate \

opinions to

management on

internal controls
- Advise on what

minimum controls

\are necessary /




GRC & Functional Perspectives & Competency
to drivelT Security + Successful Business

1.Manage
2.Design

3. Implement
4.Evaluate

Implement | Evaluate

C
O
M
F.l
E
T
=
N
CI
E
S

Source: EBK-Essential Body of Knowledge
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Competency Areas (MDIE in each)

Data Security

Digital Forensics
Enterprise Continuity
Incident Management

IT Security Training
and Awareness

IT S)K/slte_m Operations
and Maintenance

Network and
Telecommunication
Security

Source: EBK

Personnel Security

Physical and
Environmental Security

Procurement

Reqgulatory and
Standards Compliance

Security Risk
Management

Strategic Security
Management

System and Application
Security
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ERM is a core of GRC...Understanding is
very necessary
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COBIT 5 and Key Roles-Activities- Relationship

Sovernance snd Management in OCBIT S

Governance Objective: Value Creation

Benefits Risk Resource
Realisation Optimisation Optimisation .
MIAFNAUAUNUAY

oOQ ICT Risk for
Business

NUNIU NI

Governance Governance

Roles, Activities and Relationships

Source: COBIT 5, figure 5

ey Roles, Activiies arnd Relationships

Roles, Activities and Relationships

Sat Direction Imstruct and

Ownens and A Align Operations
Stakeholders Mamnagement and
Ma nitar Execation

W\/—\\

Source: COBIT 5, figure 9 ~— Where are A
you 7

Source : ISACA



COSO ERM Model for Risk Management and Change Management -> IT-Related Risk

Source : GTAG

MONITORING
INFORMATION AND COMMUNICATION
CONTROL ACTIVITIES
RISK RESPONSE

Monitoring

¢ Monthly performance metrics and change
analysis provided to the CIO.

e Audits of change management process conducted
by internal auditing.

¢ Annual control self-assessment (CSA) conducted
by business units and the IT department.

* Periodic reports from the change management
board provided to senior management.

Information and Communication

¢ Periodic messages from senior management that
change control is important.

e Service desk issues communicated for resolution
and trend analysis.

¢ (Changes in policy communicated to all affected
personnel.

¢ Regular communication of upcoming changes.

Control Activities

-

L ]
L ]
]

* & & 9

Common process in place and documented.
Effective change control committee structure.
Change control log used.

Segregation of duties between developers and
technical staff maintained.

Automated controls to enforce process of
promoting changes into production.
Automated process to return production
environment to pre-change state.

Approved configurations documented.

Clear delegation of authority documented.
Approvals for changes documented.
Automated system and data backups and ability
to restore from approved environment.



Source : GTAG

COSO ERM Model for Risk Management and Change Management -> IT-Related Risk

MONITORING
INFORMATION AND COMMUNICATION
CONTROL ACTIVITIES
RISK RESPONSE

Risk Assessment

® Firm’s strategic and process-level risk assessments
consider risks associated with out-of-process
(unintended or unauthorized) changes.

® Risks due to change well understood by
IT personnel.

* Thorough risk assessment of all proposed changes

performed.

Business continuity planning in place.

Internal audit assessment performed.

Business insurance needs assessment performed.

Risk factors assessed to determine classification

of the change and level of testing and approval.

- & & @

Objective Setting and Event Identification

e Management establishes business objectives
and strategies.

e Management establishes objectives for change
management; identifies what events could
prevent successful achievement of business
objectives and adherence to change process.

Internal Environment

L]

Senior management demonstrates that change
management is important.

Presence of an effective culture of change
management.

No tolerance for out-of-process changes; waiver
process in place.

Documentation exists (policies, procedures, process
for managing changes in applications, databases,
operating systems, and all other IT assets).
Process training for all affected personnel
provided.

* Defined roles and responsibilities enforced.
e Service level aggreements (SLAs) and contracts

with vendors in place that define process and
performance standards.

Company-level standards and guidelines for the
change process in place.
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CG/ITG & GRC Framework + Convergence Risk & Mgmt.
C N

Thai E-Transaction Laws / Thai Laws

\
Rules & Regulations by Regulators | Office of The Auditor General

Thai OAG

X \/

Rules & Regulations by Regulators & International Standards
" Pa

ITIL Lessons Learned/

O[OUTJd ], SS9001J — 9[d0d()

COBIT | [ISO/IEC
(IT Infrastructure Library) Other Standard

gaulszneuves Enterprise Risk Management (ERM)

¥ < .
1. amnadenmeluoanns (Internal Environment)
<4——p| Risk Management Philosophy — Risk Culture — Board of director — Integrity and Ethical Values — Committee to Competence — Management’s Philosophy
and Operation Style — Risk Appetite — Organization — Assignment of Authority and responsibility — Human Resource Policy

v
< > 2. msmruaihnang (Objective Setting)
CO S O Strategic Objective — Related Objectives — Selected Objectives — Risk Appetite — Risk Tolerance
¥
3. i‘nii:‘i,_l!ﬂ@i‘niﬂj (Event Identification)

S O F C +—> Events — Factors Influencing Strategy and Objectives — Methodologies and Techniques — Event Interdependencies — Event Categories

- Risk and Opportunities
3
4. misszlunin@ss (Risk Assessment)

Inherent and Residual Risk — Likelihood and Impact — Methodologies and Techniques - Correlation
¥

¢ > 5. MSAPUAHDINNNITE (Risk Response)

Identify Risk Response — Evaluate Possible Risk Responses — Select Risk Responses — Portfolio View

(S90In0SSY L] PO %
D-4-0-S 2 PIBIII0IS ddue[ey U0 SI39)e.NS sunueeyq

v
¢ > 6. NINIIUAIUAN (Control Activities)

Integration with risk response — Types of Control Activities — General Controls — Application Controls — Entity Specific

v
1 5 7. STUVMIsAUMALazMIAnA a1 (Information and Communication)

|

Information — Strategic and Integrated Systems - Communication

v
k / ¢ ) 8. misAamuuazilsziliuna (Monitoring)

Separate Evaluation — Ongoing Evaluation




Application Controls

The Business Case for Application Controls

Effect of Size and Complexity on Effort to Document and Test Controls

Manual Controls

Application Controls

Cost of Control Testing

Company Size and Complexity

Source : IT Governance Institute 1. CobiT Controls



Complexity Is Driving Organizations to Rethink How They Manage Risk And

Compliance
CSA &

GRC

Re-engineered GRC Framework

N - =

r Y
CORPORATE RISK STRATEGY
Enterprise Wide
Strategy &
Governance r"“"“"“"“: r"""""""": r"""""""":

Program ' Program Ly Program
Specific i Specific ! Specific

Esteplishnes Govemencs & Enferprss Rsk Srreregy

INTEGRATED RISK MANAGEMENT PROCESSES

Estshlishes Commaon Risk Mensgement Frocesses,
Caomman Dets Archifecturs, snd
Camman Technaolog)y Archisciuns

OPERATIONS
Esizbiishes Controls for the Difsnsmr
Operstions! Frocssses
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HOW COBITCOMPONENTS SUPPORT IT ASSURANCE ACTIVITIES

Introduction- Sample for better Understanding to Enterprise Governance -> Value Creatio

Linking IT Assurance Activities and COBIT Components
CoeiT Components
8 £ E | = - g — E Eﬁ
8§12 =8¢l | 2] o E SE .8 |88
2| £ s |5 |8t | S 8| 5 L 5 | |o| | |28
S| S|= |2 |2 25|25, |8 |5%| s IR REHE S3
S| E| 8|z | = |&e|88| & |88 5 S E Sg| § |Z8| 2 |&8
o E|ls| 8| 5| =5 |c=|28| & |85 E Es &5 5 |52 | = E%
IT Assurance Activities 5| 8 || 8|2 |=8 38| 5 22| = | & |85|E58| 8 |38| & |=
Perform a quick risk assessment. VY| v v |V v | v v | v | v
Assess threat, vulnerability and v v v v v v
business impact.
Diagnose operational and project risk. v v v v v v v
Plan risk-based assurance initiatives. v W v v v v v v v v v
Identify critical IT processes based A | v | v v v | v | v v | v
on value drivers. |
Assess process maturity. w | v v | v v v | Vv v | Vv
Scope and plan assurance initiatives. v v v v v v v
Select the control objectives for v v v v v v
critical processes.
Customise control objectives. v v v v v | v v v
Build a detailed assurance programme. | + | + v | v v v v
Test and evaluate controls. % v )l v v v v v v
Substantiate risk. v v | v v v | v v | v v v v | v
Report assurance conclusions. v v | v v v v | v v | v v v v | v
Self-assess process maturity. v v v v v | v v v v
Self-assess controls. v v v v v v v v

Source : IT Governance Institute IT Assurance Guides



INFORMATION TECHNOLOGY
RISK AND CONTROLS

Linking IT Controls with The COSO Internal Control Framework

/ Top 10 Technology Risk Issues as Identified by \
The ITA Advanced Technology Committee
. Legislation and Regulatory Compliance
2. Threat / Vulnerability Management (Application exploits, DDOS, IM, SPAM,
Viruses, Trojans, worms...)
Privacy (including identity protection)
Continuous Monitoring / Auditing / Assurance
Wireless Security
Intrusion Protection (including firewalls, monitoring, analysis, reaction...)
IT Outsourcing (including offshore)

Enterprise Security Metrics (dashboards, scorecards, analytics...)

A S AN

Identity Management

10. Acquisitions & Divestitures — impacts on systems management
KThe Institute of Internal Auditors, Advanced Technology Committee Meeting, Dec. 2005. /

Source : The Institute of Internal Auditors - ITA




INFORMATION TECHNOLOGY
RISK AND CONTROLS

Linking IT Controls with The COSO Internal Control Framework

4 N

General Control Activities Versus Application Control Activities

General IT control activities span all I'T systems and are put in place to ensure the

integrity, reliability, and accuracy of the application systems. Typical general control

activities include:

> Systems development standards.

> Information security policies and procedures.
> Backup and recovery standards.

> Service level agreements with vendors.

» Network monitoring procedures and practices.
> Program coding standards.

> Computer hardware architecture and product standards.

G Hardware and software installation, configuration, and testing standards.

/

Source : The Institute of Internal Auditors - ITA



INFORMATION TECHNOLOGY
RISK AND CONTROLS

Linking IT Controls with The COSO Internal Control Framework

/ COSO Model for Technology Controls \

Monitoring

. .
Control Environment Monthly metrics from technology performance.

® Technology cost and control performance analysis.

® Periodic technology management assessments.

Risk Assessment ® Internal audit of technology enterprise.

® Internal audit of high risk areas.

Control Activities Information and Communication

i ® Periodic Corporate communications (Intranet, e-mail,
Information and

Communication meetings, mailings).

® Ongoing technology awareness of best practices.

® [T performance survey.

Monitoring

® [T and security training.
K ® Help desk ongoing issue resolution. /

Source : The Institute of Internal Auditors - ITA




INFORMATION TECHNOLOGY
RISK AND CONTROLS

Linking IT Controls with The COSO Internal Control Framework

/ COSO Model for Technology Controls (con.) \

Control Activities

Control Environment ® Review board for change management.

® Comparison of technology initiatives to plan and

Risk Assessment i
return on investment.

® Documentation and approval of IT plans and systems
Control Activities

architecture.
Information and ® Compliance with information and physical security
Communication
standards.
Monitoring ® Adherence to business continuity risk assessment.

® Technology standards compliance enforcement.

\_ /

Source : The Institute of Internal Auditors - ITA




INFORMATION TECHNOLOGY

RISK AND CONTROLS

Linking IT Controls with The COSO Internal Control Framework

-~

COSO Model for Technology Controls (con.) \

Control Environment

Risk Assessment

Control Activities

Information and
Communication

Monitoring

\_

Risk Assessment

® [T risks included in overall corporate risk assessment.
® [T integrated into business risk assessments.

® Differentiate IT controls for high risk business
areas/functions.

® [T internal audit assessment.

® [T insurance assessment.

Control Environment

® Tone at the top — IT and security controls considered
important.

® Overall technology policy and information security policy.
® Corporate Technology Governance Committee.

® Technology Architecture and Standards Committee.
® Full representation of all business units. /

Source : The Institute of Internal Auditors - ITA



INFORMATION TECHNOLOGY
RISK AND CONTROLS

Linking IT Controls with The COSO Internal Control Framework

4 N

Application Control Activities

Application Control Activities pertain to individual application systems.
> The primary mission of any information systems function is to run applications for the
benefit of systems users.
> Application system integrity is critical to operational success.
> A set of control activities needs to be in place to ensure that the system processes and
logic perform according to specifications each time the system is run.
» The level of resources spent on integrity control activities needs to be evaluated in light of
the risk associated with the application and data.
» To ensure overall system integrity, a combination of input, processing, and output control

activities in necessary.

> The better the combination of these control activities, the higher the reliability of the

Qverall system of internal controls. /

Source : The Institute of Internal Auditors - ITA



INFORMATION TECHNOLOGY
RISK AND CONTROLS

The Four Principles

/1 . The only IT infrastructure elements (e.g., databases, operating system, networks) \
relevant to information technology general controls (ITGC) assessment are those
that support financially significant applications and data.

2. The IT Processes primarily relevant to ITGC assessment are those that directly
impact the integrity of financially significant applications and data, such as:
® Change management and systems development.
® Operations management.
® Security management.

3. Implications to the reliability of financially significant applications and data,
including controls, are based upon the achievement of failure of IT process
objectives, not the design and operating effectiveness of the individual controls
with those processes.

4. The basis for identifying key controls in the three IT processes is based on:
¢ Inherent risk of not achieving the IT processes objectives.

k ® IT process risk objectives. /

Source : The Institute of Internal Auditors - ITA



Information Technology Controls and COSO-ERM to GRC

COSO Model for Technology Controls

Monitoring:
» Monthly metrics from technology
performance

» Technology cost and control
performance analysis

+ Periodic technology INFORMATION AND
management assessments COMMUNICATION

+ Internal audit of technology enterprise

» ntermal audit of high risk areas CO NTH OL ACT|V|T|ES

Control Activities:
+ Review board for change management RISK ASSESSMENT

+ Comparison of technology initiatives to
plan and return on investment

» Documentation and approval of IT plans
and systems architecture

* Compliance with information and
physical security standards

+ Adherence to business continuity rik
assessment

+ Tachnology standards
compliance enfarcement

Source: The Institute of Internal Auditors

Information and Communication:

Periodic corporate communications (intranet, e-mail,
meetings, mailings)

Ongoing technology awareness of best practices

IT performance survey

IT and sacurity training

Help desk ongoing issue resolution

Risk Assessment:

IT risks included in overall corporate rigk assessment
IT integrated into business risk assessments

Differantiate IT contrals for high risk busingss
areas/functions

IT Internal audit assessment
IT Insurance assessment

Control Environment:

Tong from the top = IT and security controls
considered Important

Overall technology policy and Information

security policy

Corporate Technology Governance Committes
Technology Architecture and Standards Committes
Full representation of all business units



IT Risks VS Risk-based Examination and
Supervision/Audit Approaches for Fls
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Business Risk »n IT Risk ogn

A17g GRC-

o A 9 9
Wueau1990 e

! 1 \
sl 2 coBITs laaengls

@)

107 lassunaven ?
(@) ') o @)

COSO 2 (2004) : Enterprlse Risk Management - Integrated Framework

Risk management

objectives
o
N @ &
f W e o&&’ &‘\0
$ o
& R Qgﬂ o
==GontrollEnvironment ‘ d litermal Enwiont et : gg’
‘ !‘ Objective Setting mggg
----- = . a: @
components Risk Assessment el 1S
Risk Rasponse e =

e [
i
= Control Activities

Information & :
Communication Information & Communication " Entity & unit-
Monitoring level

components

Monitoring

COSO 2 “Enterprise Risk Management -

COSO 1 “Internal Control — )
Integrated Framework” Integrated Framework




COBIT 5 Information Reference Model — Starting from Paper Exposure Draft

ICT and

Objectives
Risk Mgmt

Information

o

Typ=
Chwener -
Stakeholder
Custodian -e——— Rale e
Sender -
Heceiver -
Alignment
Exzcution
Control
Durection Setting

Source : ISACA

Infomation
Criteria

Action!

Infor maticn

Stakehaldar

Processing!
Resowce U se

Infomaiion

Infommation

leval Activities]

3 Information Type

Privacy
- —— Confidentiality
Fegulaiory L IFvbeg rity
Security B —————— Aailability
Cuality —— Caonsistancy
Organisational e C larity
Entity

———= Completeness
Business Process.

- Timeliness
Application

B Accuracy

Astion (CRUD) = Relevancs

Sngmul:ur A ReNlabinny
Storage

Paper, electronks, human, .

Access Channed
Cosl

Code/Language
Life Span

Contaxt

Currency
Paszt, Current, Fulure
Goal, Status, Trends

Finandial, Mon-financial



PRACTICAL COBIT 5

Implementing and Continually Improving ITG

“The New Life Cycle Model”

e Parlormanca

objectives and
atices
* Managemant




A Business Framework for

the Governance and Management of Enterprise I'T

COBIT 5 and The Seven Phases of the Implementation Life Cycle *I

aning?
entum QoS

How to improve your
Business /Please

mention...++

® Programme management
(outer ring)

® Change enablement
(middle ring)

# Continual improvement life cycle
(inner ring)

Resource : ISACA



/

1123 lssawual (value chain) veaanans

AR

i

¥YIT)Y 173

1)

TAIaAN3 ]

(vamn ) Comman )

_

4

z

N3IzU22uUN13MIAEI3nY (business processes)

AWUNT Tz UIWUNT

A

[“;f Il )] (

SRS S RERN)

TF=UIUNT

Tasanas

I

tl@aundaa
[ -
bt 1 0 ] Lru-ﬁh LI -1%13 3 Tl

4

(logical acceaess)
bt 100 ] m:.lva:.u:n'q

- ™

F
aranw { physical U?ﬂ1'ﬁTﬁﬁ'-ﬂi‘T%1~1ﬁu_§1 un"lq"l‘aﬁ'

HES O RRg s oA I@EN aan
. - IS -
RETI] (KR Fr S TR ARTRT]
\ T s la
) :
NI1FA IR Y LLE W W LA D 1
W ldwn 1 a" e - - -
LLEWW T LA LLE MWW T LA LLE W WS LA
AT TN T U " . "
-3 SRS ERTIAN 1 B i C

controls)

(IT infrastructure services)
SIS UIIUATS UIAIS

wa= Ay

Frudoyas

* AT A DAAs T

weya szuuldfdéanas
*arrudaening
= .
\ lﬂ":'EI‘U"IEJ/ﬂ'ltIﬂ'l‘IﬂI /
\ J

MINUNUMIATINEDY 1 MI¥ANUIn Ty luanmnaden Ton IULSUNNIFINY

NITAIUF

LB WS e 1
*TIITEUTYE
{authorizati
o
’y_‘:‘m‘m AEFFUTW
{imntegrity )}
s lE e ld
{awvailability )}
@23l e 1S
{confidential
ity)
*nasuuain
{segregation
of duties)

— 118

. AUDT FITIUAT



Audit assurance for AC & C —Levels ?

CSADb .
Yoursel Management and audit approach

Business
Controls

Application
Controls

IT General Controls

f

© o, Financgal Statements & Reports & Actions

' Impact N > N

> > 2
x SO o > > > 22 )
Business Processes > >> >> >> >>

> > > > #'
Impact
v Balance She@

IT Applications

. I e
Equipments/ - Br— Hardware _j Data
IT infrastructure ' Base
IT organization/Processes
Program Access to data Computer
g Program Change pu‘
Development and program Operation
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! i i Access transactional data from disparate sources

Transactional Data

Take best practices for analysis of data performed during traditional

. audit processes, incorporate additional sophisticated analytics, and
Controls & Compliance Rules P ' P p FHE

embed them in day-to-day operational monitoring processes.

Test transactional data against established
internal control rules {CO50-hased)

immediate notification

af eritical EXDOSUrES

Additional Sophisticated Analytics

Test transactional data against expecied
histarical and statistical norms

Transactions summarized
for further analysis *‘

Management Action

fmesyy "'a" fone, recoverias, and

imaoroved contrals and procedures

Source : GTAG
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The Risk Management Process

Interface to other operational and product processes

¢

Corporate
Risk Management Risk Assessment
Strategy
= Risk Treatment
Definition of Scope and Identification of Risks
Framework for tl_"ue Identification of options
management of risks Analysis of relevant Risks
Definition of External Environment - Davelopment ot achon. pan
Evaluanon of Risks

Approval of action plan

Defintion of Internal Environment

Generation of Risk implementation of action plan

Mzanagement Context

Identification of residual Risks

Formulation of Risk Crnitena

— Risks Communication e
Risks Awareness s O
Consulting Risk ,°<’
(all aspects included in the interface Acceptance

with other operational or product processes) 7=

Recurrence

[ ]Longterm

[_] middle term Monitor and Review (plans, events, quality)

D Short term

et 4

From Wikipedia IT risk management The Risk Management Process, according to ISO Standard



COBIT 5
The In Depth Look onto Governance Framework

4 A
Business L 3 Busi PP
Transformation eve usiness Needs
e Business growth and Innovation Leve’s IT Focus _
Level Demand » Rapid reconfiguration capability ¢ Continuous strategy and planning

e (Converge business and IT
* Expand and extend infrastructure

* Market information
* Business integration orientation
* Enable flexibility and agility
* Embrace ‘Consumerization of IT'

Innovate

-———

Business 7
: Level 2 Business Needs Level 2 IT Focus
Effectiveness ; 2 : 0)
* Business network/process redesign * Establish common IT infrastructure -y
@ A Level * Enable business and partnerships * Build IT credibility ©
o : ¢ Management information * |mprove solution delivery >
E‘ | 8 * Process orientation » Establish Enterprise Architecture
T * Respond to ‘Consumerization of IT
.................... - - - - - S —— - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - ‘
. I
Business Level 1 Business Needs Level 1 IT Focus A
Efficiency * Foundation systems * Provide basic systems and services I
Vi i ations a S UDDOrt I
= A X e Cost savings e Stabilize operations and support
S 1 LCVE‘I e QOperational information * Improve service delivery SUPP'Y :
§ I Functional orientation ¢ [T management fundamentals 1
a ! I
! I
|
I

v

Time

© 2013 The Merlyn Group. All Rights Reserved

http./vaughanmerlyn.com/tag/business-it-maturity;



Quality of Business Partner Experience

COBIT 5

The In Depth Look onto Governance Framework

Strategic
Partner

Focus on partnership across the BP's Necycle

BP expenence defined by BP and enabled by BRM
Needs/preferences of individual BU's are incorporated
Seamless integration across the enterprise

Metrics address agility, innovation and collaboration

e Similar relationship ‘look and feel’ within and across BU’s
e Systems and processes aligned in service of BP
Advisor e Defined processes consistently applied and welcomed by BP's
* Intended BP experience is defined and specified
e Seamless integration within the BU
e Metrics focus on the value of the relationship to the BP

e Focus is on crisp execution rather than strategic partnership
Order = Greater consistency of experience at touchpoints across and within BU’s
Taker s Invested in improving services, service levels, transparency and responsivenass
e Change management focused on training and behavior modification
e Measures include BP satisfaction and service levels

s Some productive relationships

e Service a function of IT capabilities and priorities, not the BP’
e Actual experience fragmented and inconsistent within and across Business Units {(BU's)
ad hoc = No clear specification of the intended Business Partner (BP) experience

* Quality dependent on individual heroics

e No consistent measures of relattonship quality or business value

Business Relationship Manager Maturity

) 2013 The Merlyn Group. All Rights Reserved

http.,/vaughanmerlyn.comtag/business-it-maturity;



COBIT 5

The In Depth Look onto Governance Framework

Typical Competencies Required of the BRM

‘Drives Value Realization
‘Understands Business Environment

:Aligns IT with the Business

First, let me say that some readers will fume at the subheading. “IT and the Business are one and
the same!” they shout. While this may reflect a laudable perspective @nd one that will gradually
materialize as IT-business convergence takes place)it is rarely, if ever, the case today.

Unless your business is information technology, then “business” is where profits are generated,
and IT organizations work in support of that
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GRC & Developing the IT Audit Plan

Understanding the Business & Risk IT + IT Risk

IT Environment Factors & Management

Understanding the IT environment in a business context

!

THE VALUE CHAIN OF THE BUSIMNMESS ACTIVITIES

orenammne ——— D

v

—

OPERATING PROCESSES

BUSINESS PROCESSES

SUPPORT PROCESSES

Ma Fac-
(i )= )
o

PROJECTS PROCESSES

Cash
Mzmt

aSc

i

.

" IT GENERAL APPLICATIONS
COMNTROLS
o CEED CEED 5D
Drevelopment
- Change —
Management o~ —,
Logical Acoess > IT INFRASTRUCTURE SERVICES
S
controls
Supportc
b
- Backup &
Restore ~— —
- Seocurity
A

Source

)
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. I'he Institute ot Internal Auditors
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APPLICATION

COMNTROLS
Authorizaticom
Incegrioy
B ailabiling
Confidentialioy

Segregaton
of duties
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1)

(NINU Consolidated + Integrated

Risk Management ->GRC->GEIT
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